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Denial of Service
Fabio Massacci
(Some slides courtesy of Jelena Mirkovic)

https://securitylab.disi.unitn.it/doku.php?id=course_on_offensive_technologies
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The goal is to stop the service from operating
1 1&8?)*>&+)@-,/)&;1&2)3,AB6;)&C+)@+&
-1 :21D,*3&?1D*&B6>&7)&311?&)*1C30&
Temporary effect 2 passes as soon as attack stops
—! EF&;0,+&D6+&6&/1*;@122) @&1F&6&G0>+,/62&7)-,/)&;0,+&B,30;&7
26B63,*3&)()/;&
How it works?
—186/0,%)476+)?&
ol |@6+09&&GC;&,*J*,))&211GI&C+)&21;+&1F&@)+1C@/)+&
—1 K);D1@=476+)?&
| |@6+08@1C;)@+&1*&G6:08;1&,;98?)*>&6*1;0)@&+)@-,)&*))?)?&7>&,;&L)
21;+&1F&*);D1@=8@)&1C@/)+
Typically use lots of resources and the cooperation of many
machines (wittingly or unwittingly)
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@ Digital
<%B(7 (O(=HO0-(>8,?-#@A(

! Yes, attacks happen every day
-1 '")&O0$$0&+;C?>8@)G1@;)?&PQI$$$&G) @&D))=
! On a wide variety of targets

| Tend to be highly successful
-10$$"&.D,R)@&
—10$!$&S,+685&) @/6 @?

ol U*1*>B1C+&6+&;0)>&+;1GG)?&6//)GA*3&G6>B):2)168) &
—1O$!0&/1FRR106+)&6*?&V)22+&56 @31&

*1 8C+2,B&3@ IORB24<,*QBR&H6BI>7) @&5,30,) @+&
—10$!Z856B[6C+&L6*?28+)@-,))&C @ 2102688
—1O$N&WWIEK)D+&L6+&D)228&6+& @CBG&V)7&:,;)N&

! Basically only stoppable by cooperation of ISPs

10Inferring Internet Denial of Service Activity,O Moore, Voelker, and Savage, Usenix Security Symposium, 2002

5,7(0%()+#(BC,8@0-&)DE(,6(<$)#8:

*! The Internet was designed to deliver = lots of traffic from
lots of places to lots of places
—-IW)+:&)(1@;&+)@-,/)&B)6*+&@1C;)@+&?1*];:&?1&BC/0&G @1
G6/=),&6*?&+,1@)&*1&+,6;)&"&;0)>&D,22&2);&6*>;0,*3&;0@1
—1_*78:18)*?2&G6@67,3B&B)6*+&@1C;)@+&D,228)*F1@/)&2,R
T@&6C;0)*A/6A1*8&"&;0)>&D,228&2);&6%>;0,*3&;0@1C30&
! It works well when all parties play fair

! DoS is just one party who want to deliver lots of traffic
from lots of places to one place
—1U*>&,*? -, 2C62&G6/=);&/6*8&211=&G@1G)@&;1&;0)&E*) @*);
—1V,;01C;&+1G0,+A/6;)?&6*62>+ +9&)-)*&)*A@)& 1D&211=+&2)

*| _H6BG2)&/@6+0&1F&:0)&5@)*/0&.6H&V)7&:)@-) @&?C@,*3&:0)&/
0)&J@+:&1°2,%)& 6H&CTB, ++,1*&
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! Everyone connected to the Internet can be attacked
and can suffer damages

! Your Machines are Secured

—1>)+&7C;&;0)&71;+&6@)&1*&+1B)71?>]+&)2-&&B6/0,*)
*! _H6BG2)&1F&;0)&. @63)?>&1F&;0)&I1BB1*+&

! You Have a firewall
~1UR6/=)@+&6R6/=&;0)&J@)D622&

! You have a VPN
~1.0)>&8J22&:0)&SaK&D,;0836@763)&L>1C]228&)-)*:C622>¢

7C;&06-)&*1&@)+1CQ@/)&F1@&?1,*3&6*>;0,3&)2+)N&

! You are highly provisioned

—1))&b@)7+&6R6/=&FRA@BED01&7@1C30;&?1D*&U=6B6,¢

78 @|-#(5#$&0-(,6(TH#8'&*#(
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@ Digital
3K, $K3(5#$&0-(,6(7#8'&*#(

| One machine tries to bring down another machine
| Can it work?:
- UR6/=)@&BC+;&7)&cB1@)&G1D)@FC2d&;06*&-,/AB&S&
-1 'e&;0)@)&BC+;&7)&+1B)&6+>BB);@>&,*&;0)&/1BBC*,/6A1*&
<« Asymmetry is key 2 Amplification Effects
- |@6f,*3&6&@)gC)+;&,+&/0)6G)@&;06*&/1BG1+,*3&;0)&@)+C
4 &)M3M&+)*?,*3&6&713C+EEGBHDEGA*3&;0)&G6/=);&6*?&/0)/=,*3&
D0);0)@&;&,;]+&713C+&
. 51@BC26A*386&@)+G1*+)&@)yC,@)+&=))G,*3&;@6/=&1F&
4 _M3M&+)*? *3&B6*>&713C+&GBL)B&3&; @6/=&1F&6228@)/),-)?&
G6/=);+&F @ARR3)??XB6*>8&+)*?) @+&
If so, one attack machine can generate a lot of requests,
and effectively multiply its power if the responses are
disproportionate

@ Digital
55,7 (L(5&%)8&?HAM(

| Use multiple machines to generate the workload
~151@&6*>&+)@-)@&1F&3,-)*&G1D)@9&)*1C30&6R6
D1@=,*3&;13);0)@&/6*&1-)@2167&,:&
—1 %2 +:821:+&1F&B6/0,*)+&6*?&/11@7?,*6:)&;0), @&6F
-,/AB&
! Wittingly = lots of vulnerable machines
-15)D&36X,22,1*+&B6/0,*)+&L;>G,/622>&/1BG@1B,+)
?6;6&;1&-,/ABE&/622)?&6&71&*);
! Unwittingly = flawed protocol
—1:)*?2&F)D&713C+&@)gC)+;+&;1&+1B)&B6/0,*)+9&G
@)+G1*?&76/=&D,;0&76/=&36X,22,1*+&1F&76;6&;1(
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*’%’? @ Digital
5&%)8&?H)#M(5#$&0-K,6K7#8'&

o

*’%’? @?@i@',
5,7 (K(NO>(7PC(/-,,M(

| Attacker sends lots of TCP SYN packets
—1S,/AB&+)*?+&®@7&9&6221/6;)+&+G6/)&,*&B)B1@>&
—UR6/=)@&*)-)@&@)G2,)+&
~1h162&,+&;1&J22&CG&B)B1@>&7)F1@)&)*:@,)+&AB)&1

?)2);)?&

*! Usually spoofed traffic
—10)@D,+)&G6R)@*+&B6>&7)&C+)?&F1@8&J2;)@,*3&
~1':86;8;0)&6R6/=) @&1@&+G11F)?&677?@)++&B6>8&+)*?&

F@))&CG&B)B1@>&
&
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b;%:( @ Digital
NO>(7PC(O,,;&#%(

| Effective defense against TCP SYN flood

—1S,/AB&)*/1?)+&/1**)/A1*&,*F1@B6A1*&6*?&AB)&,*&:_Y&
*CB7)@&F1@&;0)&+)@-) @&

—18C+;&7)8&06 @ 7@ B8-62C)+&;06;83):&)*/1?)?&,*;1&:0)&
+6B)&:_Y&*CB7)@&"&CH&/@>G;1&F1@&)*/1?,*3
~18)B1@>&,+&1*2>&@)+)@-)?&D0)*&J*62&UIb&/1B)+&

! Only the server must change
—IWC;&.1a&1GA1*+&6@)&*1;&+CGG1@;)?&
—1U*?2&21+:&:HB+6@)&*1:&@)G)6:)?&

&

F+0)(<%(<>(71,,Q%.(

| Putting a fake IP address in the IP header
field for source address (requires root)

Offset 1 L 2 L L l 3 |
01 Version 'Ht e(:;:(;er Type of Service (TOS) Total Length )
4 Identification le F[‘)ag;l Fragment Offset
.............. ™7 | ————————— 20
8 Time To Live (TTL) Protocol Header Checksum Bytes
11111111111111111111111111111 IHL
12 Source Address (Internet
Header
ey Length)
16 Destination Address '
20 IP Option (variable length, optional, not common) z
T T T A\l T T A l T o 1 T Al T T T l o T Al Al 2 T T T I A T A T A4 A 3 A
Bit * 0 1 2 3 4 56 7'8 9 o ! 2 3 45% 7 89 o 1 2 3'4 567 89 o !
l‘- Nibble -Pi— Byte —"— Word ==
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@ Digital
F+D(9:0%:#8%(71,,6A(

! Hide their identity
—1aC;&6&726B)&1*&+1B)1%)&)2+)&
| Confuse the defense
—IE*€<1: 9&B6=)&, @6k/&6GG)6@&;1&/1B)&F@1B
+1C@/)+&
| Acquire identity of a legitimate host
-1)-)@63)&+1B)&; @C+;&@)26A1*+0,G&&
L)M3M9&7>G6++&6&8I@)D622N&
—I[,m6/=&6&.1a&/1**)/A1*&
~1a) @F1@B&<K:&0,m6/=,*3&

@ Digital
F+D(G#6#$M#8PI, 6%(

| Wait a minute why should defenders spoof?
| Think of at least one thing that could be seen
as “spoofing”
—I[,*; n8lX+)% &, *868)-, 1@H) @/, &

'()*+,-)&.)/0%1213 )+84&567,18&86++6//,9&

6* +26-&<6+0)-+=>& 3R(
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@ Digital
S,T(5,(P,H(5#)#*)U/,&-(9:0*:%A(

| Have database of attack signatures
| Detect anomalous behavior
-1 W>&B)6+C@,*3&+1B)&G6@6B);) @+&F1@&6&21*3&AB)&6*?&+)p*
ol <);)/A*3&D0)*&;0), @&-62C)+&6@)&67*1@B622>&0,30&
—1 W>&?)J*,*3&D0,/0&7)06-,1 @&BC+;&7)&17)>)?&+;6 @A*3&F @ 1B&+
G@1;1/12&+G)/,JI6A1*&
o E;&06+&+1B)&G6@6B);)@&-62C)+&
- E;&06+&/)@;6,*&7)0&,1@
| Filter Attack Streams
-1 U??@)++)+&;0)&/1@)&1F&;0)&G@172)B&7>&2,B,A*3&76;6&G @)+
-1 b)>&gC)+A1B&M6;&?18&>1C&?@1Gq&
-1 h11?&+12CA1*+&?@1G&622&L6*?&1*2>N&6R6/=&; @ 6k/&
I <@1G&)-)@>;0,*3&7C;&3,-)&G@,1@,;>&;1&2)3,AB6;)&211= *38&; @6K/

=1 ++&311?&+12CAL*+&?@1G&+1B)&L1@&622N&1F&)-)@>;0,*3&
o <) +)&J2)@+806;8)*/1BGE++&B1+&1F&6*1B621C+&; @6K/&

@ Digital
1&-Y#88&$.(GY%V(=0)#(WE@EXS.

*! Filtering drops packets with particular
characteristics

- EF&>1C&3);&;0)&/06@6/;)@,+A/+&@,30;9&>1C&?1&2,R
26B63)&

-1 U;&17?7?+&D,;0&;0)&?)+,@)&;1&? @1G&622&6R6/=&; @6k
| Rate limiting drops packets on basis of amount of

traffic

1 16*&;0C+8&6++C@)&;6@3);&,+&*1;81-)@D0)2B)?&

- WC;&B6>&?@1G&+1B)&3117&;@6k/&

! You can combine them (drop traffic for which you
are sure is suspicious, rate-limit the rest) but you
gain a little

&
&
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F+#8#(5, (P, H(/&-)#8AL"
E*&BC2AG2)&G26/)+q& E48.0)2%):D1@=8
K)6@8&:0)& LENE

K)6@&:0)
;6@3),0&

18&-)H88S.(W,*0X, $(O+,8&*#%(

! Near target
4 _6+)@&;1&7?);)/;86R8/&& &*1;0,*3&D1@=+&>1CIR2&*1A/)
-1 86>&7)&06@7&;1&G@)-)*;&/1226;)@62&?6B63)&
1 16%];&06*72)&26 @3)&6R6/=&-12CB)&
| Near source
-1 [1D&?1&>1C&=*1D&,;]+&6&+1C@/)q&
- _6+,)@&;1&G@)-)*;,&/1226;)@62&?6B63)&
! In core
-1 [1D&?1)+&,;&=*1D&,;]+&6*&6R6/=q&
-1 ))+&)-)@>;0,*3&LD,;0&+Ck/))*;&?)G21>B)*;N&

-1 _6+,)@&;1&06*?2)&6R6/=&-1&;B)8&,+&D06;&06GG)*+&6;&;0
)*?&1F&;0)&?6>n&6+=&X C@&E:a
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@ Digital
<$.8#%%(/&-)#8&S$.(

| RFC 2827, BCP 38
-1122)/;&6&2,+;&1F&>1C@&G@)JH)+&a&

-15,2;)@&1C;&1C;31,*3&; @6k/&D01+)&+1C@/)&E
F@1B&a&

~15,2:)@&1C;&,*/1B,*3&; @6k/&D01+)&+1C@/)&Ea
! Sounds simple?
-IE;&;11=&@1C;) @+&21*3&AB)&;1&GC;&;0,+&=,*
1*&;0)&F6+;&G6;0&
—IEBG2)B)*:6A1*&B6>&7)&; @BESR01B,*Bl&
-IE;&0)2G+&1;,0)@+9&*1;&>1C&
—IE;&?1)+&*1:&/1BG2);)2>&)2,B,*6:)&+@11J*3

<@I-H@HSXS.(<$.8#%% (/& )#8&S

| ACL: Manually collect a list of your prefixes
~V1@=+&F1@&)?3)&*):D1@=+&7C;&*1;&F1@&E

1:0)@)&6@)&D6>&F)D) @&E:a+&LP&i&HN&;06%&)?3)&
LP&ZZ&bN&+1&,BG2)B)*A*3&+1B);0,*3&6:&E:a+&,+&

—IEF&6&*);D1(BERALB) &6*?&?1)+&*1;&CG7?6;)8&
*)D&E:a&D,;0&,;+&G@)JH)+&,;&B6>&21+)&; @6k

| Strict reverse path forwarding
—IEF&B>&*)H;&01G&;1&a&,+&U&;0)*&1*2>&U&/6*
,@6k/&F@1B&a&lL01D)-)@&21;+&1F&@1C;)+&¢
6+>BB);@,/62&7);D))*&E:a+N&

"#1$#1%&
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<@I-H@HSXS.(<$.8#%% (/& )#B&S

*| Feasible reverse path forwarding

—18)B)B7)@&622867-) @A+)?&*)H:&01G+&F1@&a
:0)B&,+8&6&-62,2&G@)-,1C+&01G&

-V1@=+&/1@@)/;2>&7C;&2);+&+1B)&+G11F)?&(
:0@1C30&
! Loose reverse path forwarding
—1"2>&?@1G&G6/=);+&,F&;0),@&+1C@/)&Ea&,+§

1%2>81#78&1F&;0)&Ea-Q&+G6/)&, +&@1C;672)&+1
+G11F)?&G6/=):+&D1C2?2&7)&?@1GG)?&0HZ&:

@ Digital
<$.8#%%(/&-)#8&S$.(T(YH-X+ @&$

! Multihoming: having 2 or more upstream ISPs
—151@&76/=CG&L7C;&C+)&1*2>&+1B)N&
—151@&311?&G)@F1@B6*/)&LC+)&;0)&F6+;)+:&1*)&€

B1B)*:N&1@&2167&7626*/,*3&LC+)&;0)B&)gC622>N
-1106*3,*3&G@1-,?)@+&L;) BG1@6@>&BC2A01B,*3N
! A network may announce its prefixes only to one
ISP (for incoming traffic) but use both for
outgoing traffic or vice versa
—1.0,+&D,22&2)6?&;1&,*3@)++&J2;) @&?@1G+&6;&;0
C+)?&1*2>&F1@&1C;31,*3&; @6k/&LUIIG+;@,/;&ea

"#1$#1%&
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@ Digital
FOD%(98,H$M(<$.8#%%(/&-)#8&

U**1C*/)&a&;1&71;0&E:a+&7C;&
+)*¥?&;@6k/&1*2>&;1&E:al&88!&/6*&+G11F&:&L+CT7*);&+G11J*3N&&
E:al&

>,,8(0,,1#80X,$(<$()+#(<$)#8%$#)(

! It’s hard to get anyone to help you stop or trace or
prevent an attack
—1_)*&>1C@&E:a&B,30;8*1:&7)&;11&/11G) @6A-)&
—1U*>1%)&CG+;@)6B&1F&>1C@&E:a&,+&)-)*&2)++&2,=)2>
/11G)@6A-)&
—1E:a+&B1@)&2,=)2>&;1&/11G)@6;)&D,:08)6/081;0)@9&(
! Even if cooperation occurs, it occurs at human
timescales
—1.0)&6R6/=&B,30;&7)&1-)@&7>&;0)&AB)&>1C&I3C@)&1(
;1&/1%,6/;&
—IW)+,?)+9&01D&?1&>1C&/1*;6/;&>1C@&E:a&,F&>1C&06
,0@1D*&1(&;0)&,%)@%);0&

"#1$#1%&
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55,7(,$(NT&:#8(

! August 2009, hours-long service outage
-1QQ&B,22,1*&C+)@+&6()/;)?&

| At the same time Facebook, LiveJournal,
YouTube and Blogger were under attack
—1%2>8+1B)&C+)@+&)HG)@,)*/)?&6*&1C;63)&

Twitter Traffic Aug 6

(As Seen From 55 ISPs in Internet Observatory)

ol

EB63)&71@@1C

F@1B&V,@)?M/

6@A2ME@,3,*

# G@1-,?)?&7>& UG
K);D1@=+&

.y » ® o p P o P o S o o
.@6’ 0«? o \‘;P o \s@ \‘;? o '&*P“\a oo h:,& ‘959 & K 4 I &SP 48 “"P D qé’ q«P F \\"?c‘r&

% eit) Digal
55,7(9:050M#( O

| Attacker can customize:
- >G)&1F&6R6/=&&
J r<a& 11?9&FI8a& 1179&.1a&:jK& 1179&:BC@F&6R6/=&
L7@167/6+:&G,*3& 11?N&
1 V)7&+)@-)@&@)gC)+;& 1179&6C;0)*A/6AL*&@)gC)+;& 11?9&<
"1172&

&

-1 S,/AB&Ea&6??@)++&

-1 <C@6AL*&

-1 a6/=);&+,X)&

-1:1C@/)&Ea&+G11J*3&

-1 <>*6B,/+&L/1*+;6%,&@6;)&1@&GC2+,*3N&
-1 11BBC*,/6A1*&7);D))*&B6+;) @&6*?&+26-)+&

"#1$#1%&
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NDl&*o-(g:o*;(Y,MH%(!|#80§?/|°§f(

Attacker's machine

/ Agents

---------- Recruit, exploit, infect

Attack commands

X ] Attack traffic
Victim

@ Digital
55,7(9:0%;(N8#$M%
| Attackers follow defense approaches, adjust
their code to bypass defenses
—11+)&1F&+CT7%);&+G11J*3&?)F)6;+&,*3@)++8J2;)@,*3&

—1r+)&1F&)*@>GAL1*86*2&?)/1>&G6/=);+9&Eel&1@&a0a&
17+/C@)+&B6+)@4+26-)&/1BBC* /6AL*&

! *@>GA1*&1F&6R6/=&G6/=);+&?)F)6;+&; @ 6k/&6*62>+,
6*?&+,3*6;C@)&7?);)/Al*&

—laC2+,*3&6R6/=+&?)F)6;&+21D&?)F)* 63 &

—1526+04/@1D?&6 R@Y)@6;)&2)3,AB6;)&LD)224F1@B)?N¢
6GG2,/6A1*&,@6k/&&

—1:1/,624*);:D1@=8&@)/@C,:B)*:&

"#1$#1%&
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7@0-&@,M ()),(M#*,1(

! Small-Packet Floods = Overwhelm routers
—11@)6;)&6&21;&GE
—! _HO6C+;&lar&
-181+,&@1C;)@+&/6*];&06*?2)&FC22&76*?D,?;0]+&216?& 1 F &+
- 5%?9%)62&+120A1*9&BC+;&J2;)@&GG/z);+&+1B)01D&;1&@)
! Shrew Attack = Periodically slam the victim with short, high-
volume pulses
-1 )62&;1&/1*3)+A1*&?@1G+&1*&/2,)*;]+&.1a&; @6k/&
-1 1a&76/=+&1(&
—1 EF&21++&,+&26@3)&76/=81(&;1&!&8::8&G)@8&e..&
—1 UR6/=)@&+26B+&636,*&6) @&6&F)D&e..+&

-1 :12CA1*&@)gC,@)+&.1a&G@1;1/12&/06*3)+&&
+l .1C308&;1&,BG2)B)*:&+,*/)&/2,)*;+&BC+;&7)&/&*3)?

@ Digital
[-0%+KO8, TM(0$M (=#]#*),8%(9:0*;(

! Crowd -2 wittingly generate legitimate application traffic to
the victim
-1 _M3M9&<K:&@)gC)+;+9&V)7&@)gC)+:+&
=1 r+C622>&*1;&+G11F)?&
—1 EF&)*1C30&71;+&6@)&C+)?&*1&/2,)*:&6GC)6@+&;11&633@)++,-)!
—1e)622>&06@?&;18J2;)@&+,*)&71;0&; @6k/&6*?&/2,)*;&7)06-,1@ &+
?)*Al62&7):D))*&6R6/=)@+&6*?&2)3,AB6;)&C+)@+&
*! Reflectors = unwittingly generate service requests to
public servers spoofing the victim’s IP
-1)@-)@+8@)G2>&76/=&;1&,0)&-,/AB&1-) @R0)2B,*3&,;
= r+C622>8&?1*)&F1@&r<a&6*?&EI8a&; @6k/&L.1a&:jK& 11?&D1C2?&
1-)@D0)2B&lar&,F&OC3)&*CB7) @&1F&G6/=): +&,+&3)*)@6:)?N&
—1 f)*&)HG21,,&BG2,J/6A1*&)()/;88+1B)&+)@-,))&@)gC8-&0&3)&
@)G2,)+s&;0,+&2): +&6R6/=)@&6BG2,F>&0,+&6R6/=8&
| @>&G,*387@16?/6+;81*&6&IUK&D,;0&6&+G11F)?&

"#1$#1%&
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:"”’ @ Digital
9'08-0?&-&)D(16(9:0*:(0, @IH)#8%(

| DDOS is feasible because attackers can enlist
many vulnerable computers
-1,F&>1C&?1*];&/6 @)&D0,/0&!8&/1BGC;)@+&
—IEF&B6*>&I1BGC;) @+&?1*];&211=&2,=)&I1BGC;)@+
:0)>&6@)&+1&L:))&I@+;&2)/;C@)N&
—IEF&G)1G2)&D6*:&;18&G6>&:01+)&/1BGC;)@+&D,;08
:0)>&6@)&31,*3&;1&3);8&6&B1*=)>&m17&F1@&;0)&
! Botnets numbering hundreds of thousands of
hosts have been discovered
—1 AVBR@®RT71;*);& &c+06B)&+06B)&/6B)@6+&/1B)&
D,;0&6&7?)F6C2;&G6++BE@d&>1C@+)2F&cDO06;&,
/1+:&1F&GRRE*F)/;)?&I6B) @ @d

:"”’ @ Digital
WO*:(16(~$6,8*#@#$)(N,,-%(

! DDoS attackers have never been caught by tracing
or observing attack

! Only by old-fashioned detective work
1 €)622>9&1*2>&D0)*&;0)>]@)&?CB7&)*1C308&;1&716+;&t
:0),@&+C//)++&
! The Internet offers no help in tracing a single attack
stream, much less multiple ones
! Even if you trace them, a clever attacker leaves no
clues of his identity on those machines

"#1$#1%&



@ Digital
SHOHSHU(=H#%, HB*#(WE @ &)0X,$

! Don’t allow an individual attack machine to use
many of a target’s resources
! Requires:
- UC;0)*A/6A1*9&1@&
11 86=,%3&;0)&+)*?) @&?1&+G)/,62&D1@=&LGCXX2)+N&
| Authentication schemes are often expensive for the
receiver
| Existing legitimate senders largely not set up to
handle doing special work
—-1V1C2?&>1C&C+)&6&D)7&+,;)&:06;&@)gC,@)+8&>1C&?1
D1@=q&

! Can still be overcome with a large enough army of
bots

@ Digital
SHEHS*HYYNSO*#(0SM(7),1(9:0%:%(

! Figure out which machines attacks come from

| Go to those machines (or near them) and stop
the attacks

! Tracing is trivial if IP source addresses aren’t
spoofed
L .@6/,*3&B6>&7)&G1++,72)&)-)*&,F&;0)>&6@)&+G1
! May not have ability/authority to do anything
once you’ve found the attack machines

| Not too helpful if attacker has a vast supply of
machines

"#1$#1%&
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N8O*#20*:3(

Goal: locate the agent machines )

—!OPractical network support forTRacebaclO Savage,
Wetheral] Karlin, Anderson, ACM SIGCOMM 20@

Each packet header may carry a mark, containing:

—1_?23)EQLEa&6??@)++)+&1F&;0)&@1C;)@+N&+G)/,F> *:
06+&,@6-)@+)?&&

-1.0)&?,+;6*)\&F@1B&;0)&)?3)&

I Routers mark packets probabilistically

If a router detects half-marked packet (containing
only one IP address) it will complete the mark

Victim under attack reconstructs the path from the
marked packets

@D@m
N8O*#20*:(0$M(<>(71,,Q%.(

Traceback does nothing to stop DDoS attacks
-1 E;&1*2>&,?)*AJ)+&6R6/=) @+]&; @C)&21/6A1*+&
4+ 11B)+&;1&6&-/,*,;>&1F&6R6/=)@&

- EF&Ea&+G11J*3&D &*1,&G1++,72)&,* aGR?8&*1;&

e 6@ )@) )&, * Q@) D)
Incrementally deployable, a few disjoint routers can provide
beneficial information
Moderate router overhead (packet modification)

A few thousand packets are needed even for long path
reconstruction
Path reassembly is computationally demanding, and is not
100% accurate:
-1 a6;0&,*F1@B6A1*&/6**1;&7)&C+)?&F1@&2)362&GC@G1+)+&
- el é)@+&/21+%&;1&;Og&+1cg§/)+&/6*&)k/,)*;2>&721/=&6R6/=&;@Gk
B,*B,X,*3&/1226;)@62&?6B63)&
Does not work well for highly distributed attacks
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! No need of
—1-62,76A*3&Ea&+1C@/)&6??@)++&
—1)*F1@/,*3&6B1C*&1F&@)+1C@/)+&@)gC)+;)?&
—1,@6/=,*3&,@6k/& 1D+&

' @&;@6/=,*38;01+)&/1*;@122,*3&,@6k/& 1D+&
—16++,3**3&@)+G1*+,7,2,;>&F1@&G6/=);+&1 @ &G6/=
—12):)@B,**3&D01&6//)++)?&6&B6/0,*)&

! BUT no need = no way
—1E*&311?8&6*?&,*&76?&FA.&;C*)
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