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What is GRC? B O e

+ Which assets do we need to protect?
* How do we decide what to do?

« What can we do to counter those threats?

That’s a question for Governance, Risk and Compliance.

It applies to all aspects of a company —> for our perspective
it is IT Security Management
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GRC Example OF TRENTO

+ Governance

— policies, laws, culture and institutions that define how an
organization is managed/run and drives the strategy

+ Risk Management

— the coordinated activities that direct and control an
organization’s risks.

+ Compliance

— the act of adhering to regulations as well as corporate
policies and procedures
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+ Hospital San Raffaele of Milano (Italy)
— Largest private medical research hospital in Italy

+ Private Hospitals Manage Drug Dispensation to Patients
on behalf of Health Care Authority and Claim
Reimboursement Afterward
- Some drugs are very expensive: huge financial issues
— Process is highly regulated
— Many steps are run by external actors

*+ Many privacy and security issues
— Protect patient identity
— Authenticate patients, doctors and nurses

+ Target is to “govern” the process, manage the risks and
show compliance with law and show “we are in control”
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GRC Examples in Drug Dispensation S

Why GRC is Important? OF TRENTO

Security & Privacy Drug Dispensation, Process is
Measlures of Data managed according the
Subject for Drug Public Health Authority

Dispensation
Overall Drug Claims

Effective Financial Process
Deployment of
Security Controls
for Drug Trade-off between

Dispensation | Access Control

. Cost and Violations
R|Sk Impact

Implementation of ‘
Security Controls Management
Oafinad in EU Data Likelihood and Costs

Protection Law of Wrong

Dispensation
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What is Security Management? G R

It is a process used to achieve and maintain
appropriate levels of confidentiality, integrity,
availability, accountability, authenticity inside an
organization
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* Huge Markets

- Investors in North America and Western Europe will pay a premium of
14% for companies with good governance [McKinsey report]

- GRC market in 2008 at approximately $52.1 billion (and growing). Of
this 4% in IT [Corporate Integrity report]
+ Companies Adopt GRC to
— Comply with regulations
Avoid failing an audit
Learn from a bad experience
Managing risks
- Insure, improve and optimize an existing business

+ We focus on the “Security Management” Part
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Overview of Security Management Process A IVERSITY

+ IT security management
process involves:

— determining organizational IT
security objectives, strategies and
policies

- identifying and analyzing security
threats to IT assets -

- identifying and analyzing risks

- specifying appropriate safeguards

- monitoring the implementation and
operation of safeguards

— developing and implement a
security awareness program

- detecting and reacting to incidents
* How do you do that?
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Standard Nightmare... OF TRENTO

¢+ Many Regulation to Show Compliance with

- Financial Areas (Sarbanes Oxley Act, German Corporate Governance
Code, Basel Il, Solvency Il)

— Privacy-related (EU Data Protection Directives, HIPAA)

— Environmental (Title 50 (wildlife) and Title 33 (navigable water))

— Security related (Toxic Substance Control Act, ITAR, Patriot Act)
+ Many Standards to Show Compliance with

— COSO (Enterprise Risk Management — Integrated Framework, 2009 :
Guidance on Monitoring Internal Control Systems)

- IS0 (2700X on Information Security, 38500 on IT Corporate
Governance, 31000 on Risk Management, 9000 and others on service

quality)
— ISACA (COBIT, VallT, Risk IT), UK OCG (ITIL v3)
- PCI-DSS, SAS 70

* Many different “Philosophies”
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Enterprise Risk Management - Il R

Enterprise Risk Management A OF TRENTO

Developed by PricewaterhouseCoopers and
Committee of Sponsoring Organizations of the
Treadway Commission (COSO)

Process that:

is effected by every people at every layer of the enterprise
is applied in strategy setting and across the enterprise

is designed to identify potential events that may affect the
enterprise

manages the risk to be within the enterprise risk appetite

provides reasonable assurance regarding the achievement
of the enterprise objectives
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[COSO, prise Risk A - F . Sept 2004]

Enterprise Risk Management - llI OrTRERE)

* Objective Category
— Strategic
+ high-level goals, aligned
with and supporting the
entity’s mission
— Operations
« effective and efficient use
of the entity’s resources
- Reporting
+ reliability of the entity’s
reporting
- Compliance

* entity's compliance with
applicable laws and
regulations
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« ERM Component
— Internal Environment
— Objective Setting
— Event Identification
— Risk Assessment
— Risk Response -mm
+ Cost /benefit of potential nsk-m

responses;

* Possible opportunities lost,
once risk responses are
applied.

— Control Activities

~ Information and
Communication

— Monitoring
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CoBIT (from Student’s Book)

Figure 13—Coeil Components Linked
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+ COBIT = Control Objectives for Information and

related Technology
— The ISO27002 proposed by the Auditor’s Association
— Organized Along Phases of IT Management
+ For each phase identify processes and controls
— Plan and organise (11) 1 s >
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— Acquire and implement (6)
— Deliver and support (13)
— Monitor and evaluate (4)
+ |dentify also KGls and KPIs
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+ Control Objective
— statement to protect the quality-attribute of business (i.e.,
because of risks or required by regulatory requirements)
+ Hide personal information from the reimbursement report

* Information Criteria Considered x Process
— Effectiveness
— Efficienc
y + Control Process
— a process to achieve the control objective
+ Remove personal data (Name, Tax Code) from the reimbursement report
+ Control Activity
- ameans/action to achieve a control objective (the one that can
really be implemented and measured)

— Confidentiality
Key Goal and Performance Indicators
- Measure how good we are in achieving our objectives (KGI) and

— Integrity
— Availability
— Reliability
+ Level of Importance x Process
— Primary or Secondary in implementing our processes (KPI)
* Number of reports without personal data
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HOW TO Identify Control Objectives? A OF TRENTO

How to Control an Activity? OF TRERTO
+ Plain (= no control) UnControlled 110 + Start from Business Objectives and Compliance
— part of the trusted organizational base (should "0193'51 oris Requirements
. Cor:/\t/rollsd Aﬁ:]'.v't,,y oy 5 t’"sT ) — Analyze Risks that might lead to failures
- rap 'sometning" arouna actvity . . .
fragment) implementing the business - Ideptlfy Countermeasures (Cpntrol Objectives)
objectives to control major risks — — - Refine process on control objectives themselves

Organizational Controls + Refine
— Personell policies
- Incentives and procedures
Technical Controls
— Design time verification + deploy-time

Control Mechanism — Complete = protect from most critical risks

— Appropriate = their achievement allows the organization to
meet its business goal and to mitigate the risks

certification - Measurable - enabling unambiguous interpretation of the
— Run-time Monitoring and Enforcement level of compliance or failure with regards to the control
+ Measure Controls (KGls & KPIs) objective
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The ISO/IEC 2700x Family of Standards A VERSITY ISO/IEC 27001: PDCA Process R

* ISO/IEC 27001

. o ) Plan Do
— Describes the process to establish, implement, operate, monitor

and maintain a security management process :g::::g Li"ﬁs:;"setﬁg‘:is;’gcy + Implement Risk Treatment Plan
* ISO/IEC 27002 + Select Controll Objectives and Security : ggmfyﬁg}eﬁnﬂs selected to meet
— Provides a list of security control objectives and best practice il RS el
secu rity controls + Formulate a Risk Treatment Plan
+ Prepare a SoA
~ TSOIIEC 27003 i ISMS
— Provides guidance to implement the family of standards 2700x
+ ISO/IEC 27004 Act
— Provides guidance to help organization measuring effectiveness + Improve Existing Controls Check
of security management systems + Manage Changes o
« ISO/IEC 27005 « Introduce New Controls + Execute Monitoring Procedures

s + Reorganize Existing and New * Undertake Reviews
- Security risk management Controls + Conduct an internal audit
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ISO/IEC 27001: The Plan Phase

. Risk
Conduct Risk Select \
Assessment Controls / Tregr::]em AR

. A—

11111
A -

Scope of Information Risk List of Risk Statement of
ISMS Security Assessment controls  Treatment Plan Applicability
Policy
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ISO/IEC 27001: Plan Phase - Define the Scope O VERSITY

ISO/IEC 27001: Plan Phase - Define the Scope %= UNIVERsITY

+ ldentify lists of areas, locations, assets, and
technologies

+ ldentify any regulatory or legislative standards
that apply to the area under control of ISMS
process

— Industry Standards

— State, Local, Federal Governmental, or International
regulatory bodies
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ISO/IEC 27001: Plan Phase - Define Security Polic O RN

Scope and Purpose

The company is committed to protecting its information and that of its
customers.

To achieve this goal, the company has implemented an Information Security

Management System in accordance with ISO/IEC 27001: 2005 and the rules
and regulations that are part of OSHA Public Law 91-596 84 STAT. 1950.

The company’s ISMS is applicable to the following areas of the business:
+ Finance department

+ Internal IT systems and networks used for back-end business (such as
email, timesheets, contract development and storage, and report writing)
(Note: IT systems and networks on which company software is developed
and stored are part of the Software Development ISMS. Refer to the
Software Development Security Manual for more information.)
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1. Scope of ISMS
Importance of Security for the organization

Maintaining Information Security and Information
Security Systems

Information Security Responsibility
Security Awareness Training and Education
Reporting on Security Incidents

Virus Control

Organization Information Classification

. Safeguarding of Organization’s Records

10. Data Protection

11. Access Control

Lol

© N O
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ISO/IEC 27001: Plan Phase — Risk Assessment UV

OF TRENTO

ISO/IEC 27001: Plan Phase - Select Controls ‘ I

+ Define the risk assessment approach for the
organization

* ldentify assets

+ ldentify assets’ vulnerabilities

+ Identify potential threats

* Analyze and evaluate risks

* Document the risk assessment process
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+ |dentify appropriate controls to reduce risk

- Controls may be controls already deployed in the
organization

— Controls defined in ISO/IEC 27001-27002 standards
- Controls mandated by legislations or regulations
+ Basic rules for selection
— First controls driven by legislation or regulation
- Controls specific to the organization’s business environment
— Controls from ISO/IEC 27001 and ISO/IEC 27002

* Run cost-benefit analysis for each selected control
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ISO/IEC 27001: Plan Phase - Risk Treatment Plan’ R

ISO/IEC 27001: Plan Phase - Risk Treatment Plan’ R

* Plan on how the organization will address risks
to each assets
— Method selected for treating each risk (accept, transfer,
reduce)
— Which controls are already in place
- What additional controls are proposed

— Priority in which to perform the implementation of
controls
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ISO/IEC 27001: Plan Phase - Prepare the SoA VRS ISO/IEC 27001: Plan Phase - Prepare the SoA
+ For each control listed in the Annex of ISO/IEC
27002 specifies
— If the control was adopted Control Description Implement Justify Procedure
Approach
— Justification for adopting or not adopting the control A1072 A paper shredder | Fully Please refer to
has been added. the control and
. N fi licy d t
— Reference to the procedure documenting the use of the s::Jrerf::§s;r PeIEYESEEEn
of media has
control been
implemented
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ISO/IEC 27001: The Do Phase —

ISO/IEC 27001: The Do Phase OF TRENTO Write Policies and Procedures

+ For each control select a policy and/or
procedure that govern the use of the control

Pz e oaorsana > o o — E.g use of password for access management
9 / Resources Security g p g

— Password policy that states what constitutes a strong

1 1 1 password
— Procedure specifies how to initially create and manage
ﬁ L/JHL/JH strong password

Security Handbook Training ISMS
and BCM Documents and Plan Description
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ISO/IEC 27001: The Do Phase - UNIVERSITY

Write Policies and Procedures O TRANE

ISO/IEC 27001: The Do Phase — ‘ UNIVERSITY
Metrics and Measurements OFIRENTO

+ Why was a control selected?

+ Who is responsible for the control selection,

implementation, enforcement?

* How does one implement the control; enforce the

control?

+ What measures and metrics will show the
application of the control ?
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ISO/IEC 27001: The Do Phase: Implementing

* For each control in SoA investigates the
following questions:
— Does the organization need this security control at all?

— What features of this control does the organization
need?

+ ISO/IEC 27002 answers these questions

+ Balance security need with available resources
(budget)

— Best practices vs acceptable practices
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+ Capture the state of existance and effectiveness of
ISMS implementation

* 1SO 27004 provides guidelines to identify metrics
and measurements
+ Possible metrics

- For afirewall, N° of blocked packtes with Y identified as
potential attacks

— For anti-virus N° of virus blocked

+ Challenge: transforms these metrics into business
value
— CEO does not care about N° of blocked packets!!!
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ISO/IEC 27001: The Do Phase: : UNIVERSITY

Awareness, Training and Education OF TRENTO

* Provides knowledge about security
— Security Issues
— Need for security inside the organization
— Actions to be taken to contribute to security

management

+ Security awareness is for new employees, for
system administrators, data collection
personnel and security professionals
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ISO/IEC 27001: The Do Phase: UNIVERSITY

OF TRENTO

Managing Operations and Resources

+ Management of resources to reduce risk
— Acquairing Security professionals
- Managing Security professionals
- Acquaring Security Tools
- Managing Security Tools
+ Management of security incidents
— Monitoring
— Detection
- Notification
- Response
— Root Cause Analysis
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ISO/IEC 27001: The Check Phase OF TRERTO

Review the level of . h Management Record impact on

1 1
- I3 I

ISMS Residual Risk  Audit Check List of Action
Operational List and Events
Plan
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ISO/IEC 27001: The Act Phase B O e

Apply Lesson Communicate Ensure Continue
result Objective Process

Security is a process, not a destination
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ISO\IEC 27002 4 OF TRENTO

+ Code of practice for information security (IS) management
— 133 1S control objectives divided over 12 topics
+ Each main security category contains:
- control objective stating what is to be achieved;
— one or more controls that can be applied to achieve the control objective
+ Main Control Objectives
- Security Policy
- Organizing Information Security
— Asset Management
— Human Resources Security
- Physical and Environmental Security
— Communications and Operations Management
- Access Control
- Information Systems Acquisition, Development and Maintenance
- Information Security Incident Management
— Business Continuity Management
— Compliance

2410914 Massacci - Paci - Security Engineering > 40
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UNIVERSITY
OF TRENTO

* IT Security Management is the process to
establish, operate, review, maintain, improve
information security inside an organization
+ Some standards specify how to do it
- ISO/IEC 27001 is the “how”
- ISO/IEC 27002 is the “what”

+ Many different variations on how...
— COSO, COBIT, SABSA, etc. etc.
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Mother, Father, and CHILD I ’ AR

+ Going alone...
— upon instructions on security measures
+ the child would not accept lift from unknown people (secure authentication)
+ He would scream if forced (security countermeasure)

« If he doesn’t show up at planned time mother will react (security
monitoring)

— Trust assumption: on screaming passers-by will react and take
action
+ Trustworthy but very costly
— Persistent training of “user” (i.e. child)
+ Do not take lift for people you don’t know
- Resistance to social engineering attacks must be trainined
* It doesn’'t matter it was just a nice old man
— 100% alert monitoring by mother
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An exercise in GRC OF TRERTO

Mother, Father and Child
- You are a mother
- Your asset is your child
- You can use the father to provide some services
- You have to balance security and cost
Only one thing is possible for you
— Bring the child to school
- Collect the child from school
What is safer for a child?
- Go back home from school alone?
- Go back with the father?
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Mother, Father and Child llI OF TRENTO

* The father solution is dirty cheap
— Can be quickly authenticated by the child
— No training of any kind
- No measure against social engineering
— No monitoring

* The father is trusted by the mother...
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Mother, Father and Child IV Ny

+ Going alone is trusthworty and expensive
— Lots of additional security measures

Father picks you is trusted and cheap

- No security measure

The father is trusted by the mother...

— But almost all child kidnapping, beating, and killing are done
by fathers or close members of the family

— Only few (8%) done by “maniacs” unknown to the child
A Trusted Component is not something that is
secure. It is something against which we plan no
defence
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Suggested Readings T sy

* ISMS Implementation Guide. Atsec. Available
online

+ CoBIT’s Student Handbook

* 1SO 27001

— How to achieve 27001 Certification. Auerbach
Publications. Available online

- ISO/IEC 27001Information Security Management
System Standard

— ISO/IEC 27002 Code of Practice for Information Security
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