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TASK	1	(CVE-2008-2370)	

•  InformaEon	disclosure	(path	traversal)	in	
Apache	Tomcat	

•  When	using	a	RequestDispatcher	the	target	
path	was	normalised	before	the	query	string	
was	removed.	A	request	that	included	a	
specially	craEed	request	parameter	could	be	
used	to	access	content	that	would	otherwise	
be	protected	by	a	security	constraint	or	by	
locaFng	it	in	under	the	WEB-INF	directory.	
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TASK	1	(CVE-2008-2370)	
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hKp://host/page.jsp?param=/../WEB-INF/web.xml	

../../../../../../page.jsp	->	/page.jsp	

/page1.jsp/../../../../page2.jsp	->	/page2.jsp	
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TASK	2	(CVE-2009-0580)	

•  InformaEon	disclosure	(user	enumeraEon)	in	Apache	
Tomcat	

•  Due	to	insufficient	error	checking	in	some	
authenEcaEon	classes,	Tomcat	allows	for	the	
enumeraFon	(brute	force	tesFng)	of	usernames	by	
supplying	illegally	URL	encoded	passwords.	The	aKack	
is	possible	if	form	based	authenFcaton	
(j_security_check)	with	one	of	the	follow	
ingauthenFcaFon	realms	is	used:	
– MemoryRealm		
–  DataSourceRealm		
–  JDBCRealm	
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TASK	2	(CVE-2009-0580)	
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TASK	3	(CVE-2014-1904)	
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•  XSS	in	Spring	Framework	
•  Cross-site	scripFng	(XSS)	vulnerability	in	web/
servlet/tags/form/FormTag.java	allows	
remote	aKackers	to	inject	arbitrary	web	script	
or	HTML	via	the	requested	URI	in	a	default	
acEon.	
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TASK	3	(CVE-2014-1904)	

10	Offensive	Technologies	-	Fabio	Massacci,	
Stanislav	Dashevsky	



TASK	3	(CVE-2014-1904)	

11	Offensive	Technologies	-	Fabio	Massacci,	
Stanislav	Dashevsky	
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TASK	4	(CVE-2012-2733)	
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•  Denial	of	Service	in	Apache	Tomcat	
•  The	checks	that	limited	the	permiYed	size	of	
request	headers	were	implemented	too	late	
in	the	request	parsing	process	for	the	HTTP	
NIO	connector.	This	enabled	a	malicious	user	
to	trigger	an	OutOfMemoryError	by	sending	a	
single	request	with	very	large	headers	
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