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•  Will	be	offensive	technologies	there	to	stay?	
– Hacking	techniques	“expire”,	…	ideas	“stay”	
• Well	old	things	are	sGll	there…	

– AIacker	style	is	importance	for	defense	
–  If	there	is	something	that	can	be	abused	à	it	will	be	
abused	
•  MoGvaGon	is	important	–	cost	has	to	be	feasible	–	
engineering	

– Same	problem	may	apply	for	protecGon	mechanism	
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Do	you	trust	these	organisa7ons?	

•  S-TRUST	Authen-ca-on	and	
Encryp-on	Root		
–  Deutscher	Sparkassen	Verlag	

GmbH,	StuIgart,	Baden-
WuerIemberg	(DE)	

•  NetLock	Kozjegyzoi	
Tanusitvanykiado	
–  Tanusitvanykiadok,	NetLock	

Halozatbiztonsagi	K\.,	
Budapest,	Hungary	

•  TÜRKTRUST	Elektronik	
Ser-fika	Hizmet	Sağlayıcısı	
–  BilgiİleGşim	ve	Bilişim	Güvenliği	

Hizmetleri	A.Ş.	ANKARA,	Turkey	
•  CA	沃通根 	

–  WoSign	CA	Limited,	China	

•  To	guarantee	that	a	website	
is	really	what	it	claims	to	be?	
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So,	what’s	that?	

•  It	is	just	some	web	sites	
without	any	trouble		

•  just	pictures,	videos,	
and	text	
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What’s	this?	

•  ONE	webpage	
–  Plenty	of	ads	

•  Process	
– We	DON’T	look	at	the	
ads	

–  Only	click	on	mail	

•  And	download	the	
program	of	the	infosec	
conference	
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What’s	this?	

•  ONE	PDF	file,	
essenGally	an	image	

•  What	happens	if	we	
open	it?	
– Nothing	
– Acrobat	Reader	
shows	the	image	on	
the	monitor	
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What’s	this?	

•  A	photocopier	
•  A	printer	
•  You	send	a	file,	and	it	
prints	
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What	really	is	this?	Just	like	that!	
Xerox	computer	to	just	print	a	file:	
Intel	Celeron	-	733	MHZ	–	128MB	

NASA	computer	to		land	Apollo	16	to	the	Moon	
AGC	–	1	MHz	–	4KB	RAM	
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What	really	is	this?	

•  That’s	a	program	containing	
–  at	least	1682	instrucGons	

•  What	happens	when	we	open	
it?	
–  All	instrucGons	are	executed	
–  Not	necessarily	true	that	the	

result	is	displayed	
•  PDF	language	is	Turing	

Complete	
–  ANY	funcGon	can	be	wriIen	in	

PDF	language	
–  Opening	a	PDF	file	can	

seamlessly	display	an	image	
and	simultaneously	solve	
Fermat’s	liIle	theorem	
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What	really	is	this?	
•  When	we	type	www.libero.it	on	

the	browser,	YOUR	computer	
will:	

•  Execute	
–  186	local	funcGons	
–  15	funcGons	from	external	sites	

•  Aggregate	sta-c	contents	from	
–  676	websites	of	which	
–  370	external	websites	
–  193	may	be	just	images	

•  Aggregate	dynamic	content	from		
–  8	adverGsers	(at	least)	

•  Are	all	of	these	ac-ons	“good”	
ones?	
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Cyberlife	is	never	what	it	seems	-	UK	
•  What	it	REALLY	is	
•  It	is	ONE	web	site	without	any	

trouble	just	picture	and	text	
•  12	web	trackers	for	adver-sing	
•  72	javascript	snips	executed		by	your	

browser	while	you	load	it	
•  More	than	100	references	to	

different	sites,	some	of	them	
execu-ng	code	
–  hIp://player.ooyala.com		
–  hIp://widget.cloud.opta.net	
–  Some	of	them	dynamically	created	on	

the	fly	e.g.	by	b.scorecardresearch.com	
•  >100	errors/warnings	in	processing	
•  How	can	you	tell	what’s	good	what’s	

bad?	
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Cyberlife	is	never	what	it	seems	-	US	
•  What	it	REALLY	is	
•  It	is	ONE	web	site	without	any	

trouble	just	picture	and	text	
•  8	web	trackers	for	adver-sing	
•  122	javascript	snips	executed		by	

your	browser	before	you	see	
anything		

•  More	than	500	references	to	
external	sites,	many	execu-ng	code	
–  Garretn-cdn.com	
–  Brightcove.com	
–  Tags.Gqcdn.com	

•  >164	errors/warnings	processing	
web	page	

•  How	can	you	tell	good	from	bad?	
•  And	I	didn’t	load	Flash,	sorry	…	
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Cyberlife	is	never	what	it	seems	-	NL	
•  What	it	REALLY	is	
•  It	is	ONE	web	site	without	any	

trouble	just	picture	and	text	
•  13	web	trackers	for	adver-sing	
•  207	javascript	snips	executed		by	

your	browser		before	you	see	
anything!	

•  >	200	references	to	different	sites,	
some	of	them	execu-ng	code	
–  Easypoll	
–  Hotjar	
–  Tiq	

•  >100	errors/warnings	in	processing	
the	web	page	

•  How	can	you	tell	good	vs	bad?	
•  And	they	wanted	me	to	disable	the	

adblocker!	Sorry	mates…	
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Who	trusts	these?	Everybody.	

•  S-TRUST	Authen-ca-on	and	
Encryp-on	Root		
–  Deutscher	Sparkassen	Verlag	

GmbH,	StuIgart,	Baden-
WuerIemberg	(DE)	

•  NetLock	Kozjegyzoi	
Tanusitvanykiado	
–  Tanusitvanykiadok,	NetLock	

Halozatbiztonsagi	K\.,	
Budapest,	Hungary	

•  TÜRKTRUST	Elektronik	
Ser-fika	Hizmet	Sağlayıcısı	
–  BilgiİleGşim	ve	Bilişim	Güvenliği	

Hizmetleri	A.Ş.	ANKARA,	Turkey	
•  沃通根 	

–  WoSign	CA	Limited,	China	
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Are	they	reliable?	

•  Read	
– Axel	Arnbak,	Hadi	Asghari,	Michel	Van	Eeten,	and	
Nico	Van	Eijk	“Security	Collapse	in	the	HTTPS	
Market”.	CommunicaGons	of	the	ACM	57,	no.	10	
(2014):	47-55.		

– hIp://queue.acm.org/detail.cfm?id=2673311	

•  Or	Listen	to	
– hIps://www.youtube.com/watch?
v=uTWqV47QZZw#acGon=share	
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•  Even	with	the	basic	assump-on	
–  What’s	from	inside	is	trusted	
–  What’s	from	outside	is	untrusted	

•  BUT	in	todays	Internet	this	is	not	true	
–  Comes	from	insideà	Goes	out	à	Comes	back	
–  Visualise	a	webpage	=	HTTP	GET	

•  HTTP	GET	=	go	out,	deliver	what	you	find,	and	what	you	find	is	an	
executable	(for	convenience)	

–  E-mails	come	from	outside	etc.	etc.		
•  We	have	too	many	powerful	things	that	make	our	life	nice,	

too	powerful	to	control	and	lock	them	down	and	lock	them	
out	

Fabio	Massacci	-	Offensive	Technologies	
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•  Type	of	infec-on	is	a	func-on	of	anacker’s	goal:	
–  Botnet	creaGon	à	simple	form	of	control	for	limited	
funcGonaliGes	

–  Virus/keylogger	→	credenGal	the\	/spoofing/	spam/	remote	
control	

–  Full-fledged	backdoors	→	monitoring	/	remote	control	
–  Ransomware	→	direct	moneGsaGon	&	low	profile	

•  Regardless	of	what	the	anacker	wants	to	do,	he/she	must	have	
some	level	of	access	to	the	machine	
–  Remote	control	=	long	term	avenue	for	the	aIacker	to	
“valorize"	the	infecGon	

AXack	delivery	

Fabio	Massacci	-	Offensive	Technologies	
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•  Human	vector	(social	engineering)	à	user	vulnerability	
–  The	aIacker	convinces	the	user	on	doing	something	for	him/her	(e.g.	

install	a	virus	masked	as	an	anG-virus	→	fakeAV)	
•  Tecnological	vector	à	soqware	vulnerability	

–  Principal	cause	is	that	most	systems	are	not	capable	of	disGnguishing	
“legiGmate”	input	from	“rogue”	input	(e.g.	as	provided	by	the	aIacker)	

–  The	system	executes	whatever’s	in	memory.	
–  Virtually	any	so\ware	has	bugs	that	the	aIacker	can	exploit	to	deviate	

the	execuGon	of	the	so\ware	towards	acGons	in	his	own	agenda.	
•  Mixed:	e.g.	link	on	social	network,	link	clicked	by	a	user	on	a	document,	

opening	an	email	with	a	malware,	IP	connected	camera	with	pre-loaded	
malware	etc.	

How	does	the	infec7on	happen?	

Fabio	Massacci	-	Offensive	Technologies	
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•  Anacker	convinces	the	user	
to	install	a	virus	masked	as	
a	legi-mate		applica-on	

•  The	example	here	is	a	fake	
an-virus	product	called	
“Win	8	Security	System”	
–  User	thinks	it’s	actual	AV	
–  In	reality	it	infects	the	
system	

Human	vector:	social	engineering	

Fabio	Massacci	-	Offensive	Technologies	
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Example	of	aXempted	infec7on	

Fabio	Massacci	-	Offensive	Technologies	
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Technological	vector	

•  The	anack	usually	exploits	some	vulnerability	in	soqware	
•  System	is	fed	with	computa-onally	valid	codes	in	input	to	

a	vulnerable	soqware	→	code	is	executed	
•  Several	types	of	vulnerabili-es	

–  XSS	
–  Buffer	overflow	
–  SQLi	
–  Privilege	escalaGon	
–  …	

•  More	exercises	and	details	in	
–  Network	Security	Course	
–  Security	TesGng	Course	
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Vulnerability	examples	
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Not	all	vulnerabili7es	are	equal	
•  Publicily	disclosed	vulnerabili-es	→	knowledge	about	the	vuln	is	in	the	public	

domain	
–  Responsible	disclosure		

•  Vuln	disclosed	first	to	vendor	
•  Vendor	releases	patch	
•  Vulnerability	is	disclosed	

–  “Not	responsible”	disclosure	
•  Vuln	is	disclosed	
•  Vendor	gets	to	know	it	(word-of-mouth,	sec	researcher..)	
•  Vendor	(eventually)	patches	

•  Privately	disclosed	vulnerabili-es	
–  Somebody	found	the	vuln	
–  keeps	info	for	him/her	self		
–  OR	sells	it	to	a	few	costumers	

•  Privately	disclosed	vulns	also	called	“0-day”	
–  0-day	exploit	is	“Defined	as	computer	language	code	wriIen	to	take	advantage	of	a	parGcular	

vulnerability,	which	has	been	discovered	but	is	not	publicly	known.”		
•  First	definiGon	in	academic	literature	by	Arkin	in	2002.	
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Public	vs	private	

•  Two	separate	markets	
–  Public	vulns	→	vendor	pays	researcher	for	finding	it	
–  Private	vulns	→	rich	player	pays	researcher	to	own	
exclusive	informaGon	

•  Vulnerabili-es	are	informa-on	
–  In	theory:	once	the	info	is	out,	vuln	is	“replicable”	

•  Private	vuln	→	no	value	if	disclosed	
•  Public	vuln	→	no	value	a\er	publicaGon	

–  Not	really	true	but	disclosure	sGll	changes	game	
•  Engineering	exploits	is	difficult	à	Black	market	tools	only	use	an	
handful	of	disclosed	vulns	

•  High	profile	vicGms	might	be	alerted	by	security	à	low	profile	
vicGms	may	remain	vulnerable	
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Alledged	(1st	7me)	price	list	for	0-days	

•  hnp://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-
days-an-price-list-for-hackers-secret-soqware-exploits/	
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Who	buys	into	these	markets?	

•  Allegedly	(2nd	-me),	mostly	governments	
•  Ok,	but	from	whom?	
•  Allegedly	(3rd	-me),	from	private	agencies	that	
sell	malware	and	exploits	to	governments	
– Which	governments?	
– Mostly	oppressive	ones	(yes,	allegedly,	4th	Gme)	

•  Sample	of	agency	names	
–  VuPEN	(used	to	be	in	France)	
– Gamma	InternaGonal	(UK/Germany)	
– Hacking	Team	(Italy)	
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Research	on	“private”	tech	

•  Security	“hack-vists”	conducted	research	on	
“phishy”	ac-vi-es	by	these	agencies	

•  Most	research	done	by	Ci-zenLab	
–  2015	EFF	(Electronic	Freedom	FoundaGon)	Pioneer	
award	

•  An	example	is	FinFisher	by	Gamma	Interna-onal	
–  hIps://www.gammagroup.com	
– Headquaters	in	UK	(Gamma	group)	/	Munich	(Gamma	
GmbH)	
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Gamma	interna7onal	GmbH	

•  FinFisher	is	a	line	of	soqware	products		
–  remote	intrusion		
–  surveillance		
–  Typical	“beach	head”	diffused	through	email	
campaign	

•  Sold	exclusively	to	law	enforcement	and	
governments	
–  “Official”	use	

•  surveillance	of	criminals/prevenGon	
– Actual	deployment	(instance	of)	

•  surveillance	of	poliGcal	dissidents	in	Bahrain	
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Gamma	interna7onal	(GmbH)	

•  FinSpy	gathers	informa-on	from	the	infected	computer	
–  passwords		
–  Screenshots	
–  Skype	calls	

•  Sends	the	informa-on	to	a	FinSpy	command	&	control	
server.	
–  Researcher	@	Rapid	7	traced	C&C	fingerprint	
–  Binary	analysis	of	malware	samples	→	all	belong	to	same	family	
–  hIps://www.virustotal.com/en/file/
cc3b65a0f559fa5e6bf4e60eef3bffe8d568a93dbb850f78bdd356
0f38218b5c/analysis/	
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FinSpy	

•  Disguises	itself	as	a	picture	
•  Filename	has	Unicode	Right-to-Leq	Override	
char	(U+202e	in	unicode)		
– Real	name	gpj.1bajaR.exe	
– Displayed	name:	exe.Rajab1.jpg	

•  An	executable	disguised	as	a	picture	
•  Different	pictures	for	different	samples	
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FinSpy	-	delivery	
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FinSpy	–	Execu7on	(1)	

•  Creates	random	dirname	
–  C:\DOCUME~1\User\LOCALS~1\Temp\
\TMP44D8C9F9	

•  Drops	copy	of	itself	and	launches	
–  C:\DOCUME~1\User\LOCALS~1\Temp\\driverw.sys	
– Driver	already	seen	in	other	samples	of	FinFisher	
malware	
•  FuncGonality	unknown	

– New	random	dir	to	store	screenshots,	logs,	etc.	to	
send	to	C&C	
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FinSpy	–	Execu7on	(2)	

•  Actual	malware	func-onality	upon	reboot	
•  Injects	itself	in	winlogon	
– Spawns	legiGmate	processes	and	then	replaces	
code	image	with	malicious	one	(process	
hollowing)	

– Hooks	on	several	system	funcGons	
– Catches	call	and	sends	data	to	C&C	
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Some	C&C	IPs	
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Disclaimer	

•  Malware	anribu-on	is	a	very	complicated	
problem	

•  Can	be	based	solely	on	
–  Binary	features	
–  Behavioral	analysis	/	implementaGon	of	techniques	

•  Hence	the	“allegedly	this”,	“allegedly	that”.	
•  Problem	→	malware	analysis	is	hard	because	
they	are	made	to	be	understood	by	computers	
– What	if	we	had	something	made	to	be	understood	by	
humans?	
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The	Hacking	Team	(HT)	case	

•  The	Italian	group	Hacking	Team	exposed	
–  Significant	player	in	the	market	
– Main	product:	Galileo	RCS		

•  remote	control	system	
–  400	GBs	of	exfiltrated	data	

•  Malware	samples	(computer	can	parse)	
•  Source	code	in	GIT	repos	(human	can	sort	of	parse)	
•  Billing	and	emails	(human	can	fully	parse)	

•  Key	ques-on:		
–  what	technology	were	they	using,	and	to	whom	where	
they	selling	it?	

–  Is	the	technology	any	good	really?	
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Governmental	malware:	is	it	that	
sophis7cated?	

•  FinSpy	malware	is	not	par-cularly	complex	
–  No	polymorphism	
–  Delivery	mechanism	==	email	aIachment	

•  What	is	the	actual	sophis-ca-on	of	the	technology	
developed	and	deployed	by	these	players?	

•  From	the	HT	dump:	

•  “Good”	guy	distracts	the	vic-m	while	other	guy	whitelists	
the	malware	
–  ..	Lame	
–  Is	this	really	the	nature	of	the	game,	or	is	there	more	to	it?	
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Addi7onal	Readings	
•  First	academic	paper	men-oning	0-days	(that	I	know	of)	

–  O.	Arkin.	“Tracing	Hackers:	Part	1.”	Computers	and	Security,	2002.	
•  Insight	in	the	market	

–  C.	Miller.	The	LegiGmate	Vulnerability	Market.	Workshop	on	Economics	of	Informa8on	
Security,	2006.	

–  Axel	Arnbak,	Hadi	Asghari,	Michel	Van	Eeten,	and	Nico	Van	Eijk	“Security	Collapse	in	the	
HTTPS	Market”.	CommunicaGons	of	the	ACM	57,	no.	10	(2014):	47-55.		

•  Some	different	perspec-ves	on	cybercrime	
–  Nick	Nykodym	et	al.	“Criminal	profiling	and	insider	cyber	crime.”	Digital	Inves8ga8on,	2005.	
–  D.	Florencio	et	al.	“Sex,	Lies	and	Cybercrime	Surveys”.	Workshop	on	Economics	of	Informa8on	

Security,	2006.	
–  J.	Franklin.	“An	Inquiry	into	the	Nature	and	Causes	of	the	Wealth	of	Internet	Miscreants”.	

ACM	Conference	on	Computer	and	Communica8on	Security,	2007	
•  A	tutorial	on	the	difficulty	of	anribu-on	

–  M.	Marquis-Boire.	Big	Game	HunGng:	The	PeculiariGes	of	NaGon-State	Malware	Research.	
BlackHat	USA,	2015.	
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