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Vulnerability
• A weakness of an asset that can be exploited by 

one or more threats (ISO27005) 

• Three elements: the system must be susceptible, 
the attacker must have access to the flaw and the 
attacker must have the capability to exploit it 

• There are many kinds of vulnerabilities, some more 
dangerous, some less (also many ways of 
classifying vulns) 



Exploit

• A piece of software, chunk of data or sequence of 
commands that takes advantage of a vulnerability 

• The complexity of the exploit usually depends on 
the complexity of the vulnerability being exploited



Vulnerability Stack



Web application exploits
• Web applications are used for everything 

nowadays 

• They are “easy" targets: 
• They are exposed to the public and the attacker 
• They are accessible through firewalls 
• The vulnerabilities and exploits are usually less 

complex than on the other levels 

• The severity of the exploits can range from 
defacing to total ownership of the target server





OWASP Top 10
• The Open Web Application Security Project is a 

community dedicated to web application security 
• Builders (developers) 
• Defenders (security experts) 
• Breakers (hackers) 

• OWASP publishes a lot of educational material and 
tools 

• The Top 10 is a list of the most critical web 
application security flaws





Injection



More information
• Books 

• Web Application Hacker’s Handbook (D. Stuttard and M. Pinto) 
• Browser Hacker’s Handbook (W. Alcorn et al.) 
• The Tangled Web (Michal Zalewski) 

• Web: 
• owasp.org 
• exploit-db.com 
• cve.mitre.org 

• Tools: 
• WebGoat (https://www.owasp.org/index.php/

Category:OWASP_WebGoat_Project) 
• NodeGoat (http://nodegoat.herokuapp.com/tutorial) 
• Burp Proxy (http://portswigger.net/burp/) 
• w3af (http://w3af.org/) 
• sqlmap (http://sqlmap.org/)
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