
DOS ATTACKS
• UDP FLOODING ATTACK

• ICMP ATTACK

• TCP RESET ATTACK

By Team 6



UDP FLOOD
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BACK GROUND:

• A UDP flood attack is a denial-of-service (DoS) attack using the User 

Datagram Protocol (UDP), a sessionless/connectionless computer 

networking protocol.

• UDP flood attack can be initiated by sending a large number of 

UDP packets to random ports on a remote host. As a result, the distant host 

will:

• Check for the application listening at that port;

• See that no application listens at that port;

• Reply with an ICMP Destination Unreachable packet.
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GOAL OF THIS LAB:

• DoS attacks are the weapon of choice for cyber-hacktivist groups and are 

increasing in severity and complexity. This lab, for demonstrating DOS will 

help us understand the UDP flooding attack that takes place in real life. 

• We also will learn that once a single system is compromised, one can easily 

launch an attack on the network. 
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UDP FLOOD ATTACK set up

• We start with nmap tool to help us identify hosts on the network

• $sudo nmap –iflist - list all eth0 ips range

• $sudo nmap –sP network range ip - discovers all active hosts on network (ping sweeping) 

• $sudo nmap –sS target ip host - steath mode to check for available open ports

• $sudo nmap –sU target ip add - list all UDP ports active on the tareget host

• On the desktop there is a python script that is labelled flooder2.py

• Open terminal and run it using the following commands

• $sudo python file_name

• The script has parameters that it asks for on the terminal i.e target ip, target port and duration

• Also inside the script, we can edit the amount of bytes to send to the host on line 6

• We go to victim machine and open task manager and go to network tab

• We can see that the network usage is almost 100% fully used.

• So it means that once the victim machine tries to assess the attacked port, it wont be possible since all the resources are used up.
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ICMP FLOOD
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BACKGROUND OF THE ATTACK

• Internet Control Message Protocol (ICMP) - is an error reporting and 

diagnostic utility and is considered a required part of any IP implementation, 

ICMP is useful in diagnosing network problems.

• ICMP Flood – is an attack that use ICMP Echo Request (ping) packets, this 

attack is most effective by using the flood option of ping which sends ICMP 

packets as fast as possible without waiting for replies. This attack is successful 

if the attacker has more bandwidth than the victim.

• One possible solution for ICMP Flood is blocking IPs that send too many ICMP  

requests to server(this solutions can be used also for others flooding attacks) 7NETWORK SECURITY LAB



ICMP ATTACK DYNAMICS
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GOAL OF THE LAB

• Implement ICMP Flood attack - we  will attack  server, using ICMP Echo 

Request (ping) packets using a victim Source IP.

• Server use a defense mechanism that will block the IP if it senses that it is 

getting too many requests from that particular IP.

• Using defense mechanism, server avoid ICMP Flooding.

• Because server will block IP(victim) used in source IP for ICMP ping request. 

• When a legitimate request comes from an user(victim IP) he will be drop, and 

it’s still a DoS attack.
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ICMP FLOOD SET UP

• Find  Server and Victim IPs from local network using one network scanning tool like 

Wireshark.

• Implement a defense  mechanism on server that will block the IP if it senses that it is 

getting too many requests from that particular IP.

• Create ICMP Flood attack using Scapy tool, where we create a loop of sending 

ICMP ping requests using Victim IP for  Source IP and Server IP for Destination IP in 

packets.

• Check in Wireshark ICMP packets.

• When server block ICMP flood, try to sent ping request from Victim PC, if it’s denied 

attack is successful.
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(ATTACKER PC) CREATE ICMP PACKET IN SCAPY USING 
VICTIM IP FOR SOURCE IP AND SERVER IP FOR 
DESTINATION IP
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(ATTACKER PC) SENT ICMP PACKETS IN LOOP 
(ICMP FLOOD)
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(ATTACKER PC OR SERVER PC) USE WIRESHARK TO 
SEE ICMP PACKETS 
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(SERVER PC) RUN DEFENSE SCRIPT, THAT WILL BLOCK REQUESTS 
ON SERVER IF IT SENSES THAT IT IS GETTING TOO MANY 
REQUESTS FROM THAT PARTICULAR IP, AND CHECK IN WIRESHARK
WHEN PACKETS ARE STOPPED
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(VICTIM PC) TRY TO SENT PING REQUEST FROM VICTIM 
PC, IF NO RESPONSE THEN ATTACK(DOS) IS SUCCESSFUL!
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TCP RST ATTACK
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BACKGROUND:

• TCP header contains a reset bit (RST) flag.

• If set to 1, it means that the receiving computer is signaled to drop a connection.

• TCP RST basically kills a TCP connection forging TCP reset [The attack]

• It is possible for a middle computer to monitor a TCP connection between 2 other 

computers. (Collecting source ip, dest ip and sequence number from the packets)

• This third computer sends forged TCP reset packets to one of the computers to kill a 

TCP connection.
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GOAL OF THIS LAB

• We will try to demonstrate an attack where a malicious host tries to interrupt 

an established connection between host A and host B

• In the process we will learn how to sniff a network between two 

communicating hosts and also how to spoof a TCP packet.

• This also exposes the vulnerability of TCP protocol which is a connection 

oriented and reliable protocol.
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RST ATTACK set up

• Host B (server) is streaming an audio file to host A (victim) using VLC media player 

using HTTP.

• For the simplicity of demonstration, we will use two VMs.

• Set up the VLC media player to stream an audio file over network.

• We will install a scapy script on the victim’s machine which will sniff all the TCP 

packets (extracting the sequence numbers) and send a TCP reset packet to the server.

• Host B will stop streaming audio to host A.
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STREAMING THE VIDEO
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VIDEO STREAMING (CONTD..)
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VIDEO STREAMING (CONTD..)
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SCAPY SCRIPT
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AUDIO STREAM BEING RESET..
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WIRESHARK RESET PACKET IN RED
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THANK YOU
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