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Recall:	Outright	malicious attacker

• Typically	the	malicious	attacker	aims	at	reading	or	modifying	the	
communication	(in	part	or	fully)
• In	this	contest,	this	attacker	is	typically	called	“man	in	the	
middle”
• Or	“man	in	the	browser”

• Attacker	can	intercept	and	act	upon	a	communication	between	
client	and	server
• Channel	redirection,	Block	communication	entirely,	Spoofing..

• Example:	injection	of	malicious	content
• Manipulation	of	server	response
• Client’s	answer	can	also	be	modified	by	the	attacker

• Connection	Hijack
• Attacker	injects	him/herself	in	the	communication	and	
spoofs	the	victim’s	identity
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Recall:	Honest-but-curious	attacker

• The	goal	of	this	attacker	is	to	use	the	client’s	information	after
correctly	handling	 the	service
• Typically	resides	at	the	service	level

• E.g.	IPS,	router

• Typically	implies	confidentiality	and	possibly	integrity	
losses

• Example
• DB	Server	is	the	attacker.	Provides	agreed	service	
correctly.
• E.g.	answers	queries	with	correct	data

• After	the	query	is	delivered	to	the	client,	the	server	uses	
the	query’s	information	to	perform	user	profiling
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Content	security
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Browser	cookies - reprise

• Cookies	are	set	by	the	server	during	an	HTTP	answer

• Used	to	set	variable’s	values	that	are	useful	at	the	service	 level
• Example:
• Server	sets	cookie	“ThemePreference”

• Set-cookie ThemePreference=red
• At	the	next	interaction,	client	will	send	“ThemePreference”	to	server

• Cookie	ThemePreference=red

HTTP request Header--> send cookie

HTTP answer Header --> set cookie
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Attributes	that	can	be	defined	at	cookie	level

•Pre-defined	attributes
• Name (of	cookie)	(User)
• Content (value	of	cookie)	(mario)
• Host (name	of	the	server	that	set	the	cookie)	(mario.net)
• →	remember:	same	origin	policy
• Browser	sends	cookies	only	to	the	domain	who	created	them

• Path (server	path	onto	which	the	cookie	is	valid)	(/)
• Send	for	(all	connections/	only	encrypted)
• Expires (expiry	date)	(19	Giu 2015)
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Different	cookie	types,	by	attribute

• Temporary	(session	cookie)
• Typically	deleted	at	end	of	session
• expires:	NULL

• Persistent
• Remain	until	expiry	date
• expires:	Fri,	19-Jun-2015

• Secure
• Set	by	a	domain	communicating	over	an	HTTPS	channel	
over	SSL/TLS
• Secure	transmission,	harder	to	intercept
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Cookies	example

• A,	B	set	by	arstechnica.com
• On	different	paths

• C	→	accounts.google.com
• Google	can’t	read	cookies	set	by	
arstechnica,	and	vice-versa
• Expiry	date	set	for	B	and	C	
(persistent),	but	not	for	A	
(temporary)
• C	is	sent	only	over	secure	
connections	(secure	cookie)

A)

B)

C)
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Different	types	of	cookies,	by	setting

• Third	parties
• Set	by	domains	other	than	the	one	requested	by	the	user
• Can	be	used	to	track	user

• Supercookies
• Like	cookies,	but	associated	to	first-level	domain	names	
(e.g.	.com	;	.it)
•Malicious.it can	read	supercookies set	by	
anotherdomain.it (“same	origin”	policy)
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Third	party	cookies	(1)

• Cookies	can	be	set	by	domains	called	by	the	browser
•Not	necessarily	correspond	to	the	domain	displayed	
in	the	address	bar

• e.g.	Requests	from	www.ilpost.it
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Third	party	cookies	(2)

•Other	domains	can	be	contacted	by	the	server	on	
behalf	of	the	client
• e.g.	third	party	services(e.g.	facebook),	advertisers
• These	services	can	be	requested	by	multiple,	unrelated	
domains
• Domains	managed	by	different	organizations,	 collecting	diverse	data	
about	the	same	user,	and	complying	 to	different	policies	may	use/embed	
the	same	third	party	service.

à This	way	third	party	services	can	track	users	over	
different	domains
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Supercookies

• Not	limited	to	a	single	domain,	but	rather	to	a	first	level
domain
• Stored	in	cache
• In	the	browser	→	the	browser’s	cookie	deletion	
procedure	does	not	affect	supercookies
• Proprietary	plugins	(e.g.	Flash,	Silverlight)
• Permanent	(no	expiry	date)
•More	info	(<100KB	vs <4KB	of	standard	cookies)
• Saved	also	when	using	“private	browsing	mode”
• Now	Flash	API	permits	deletion	of	supercookies from	
browser	interface
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Attacks:	honest-but-curious	attacker	-
tracking

T1.advdominio.com

unaltro.it

Cookies 

Name:	preference
Content:	F
Host:dominio.co
m
Path:	/
Expires=19-Jun-15

Name:	visited
Content:	
dominio.com
Host:T1.adv
Path:	/
Expires=19-Jun-15

Current website
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T1.advdominio.com

unaltro.it

Cookies 

Name:	preference
Content:	F
Host:dominio.co
m
Path:	/
Expires=19-Jun-15

Name:	visited
Content:	
dominio.com
Host:T1.adv
Path:	/
Expires=19-Jun-15

Name:	bckcolor
Content:	blue
Host:unaltro.it
Path:	/
Expires=21-Jun-15

GE
T 

in
de

x.
ht

m
l

in
de

x.
ht

m
l

Name:	visited
Content:	
unaltro.it
Host:T1.adv
Path:	/
Expires=21-Jun-15

Past website Current website

Attacks:	honest-but-curious	attacker	-
tracking
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Tracking:	a	persistent	case

• Almost	anybody	as	a	Facebook	account
• Visit	www.facebook.comand	FB	sets	cookies	on	the	browser

• That’s	however	now	persistent	behavior	among	majority	of	domains

• No	FB	account?
– 3rd party	cookies	are	set	anyway	when	loading	page	elements	that	are	

not	on	the	requested	domain
– Tracking	still	possible
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Honest-but-curious	– Examples	“in	the	wild”
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Risk	matrix:	non	secure	cookie	(in	the	clear)

Honest	but curious	
attacker

Domain	cookie Third	party Super	cookie

Temporary

Persistent

Malicious	attacker Domain	cookie Third	party Super	cookie

Temporary

Persistent

Low Medium	 HIgh CriticalSeverity level
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Risk	matrix:	secure	cookie	(enc.	Channel)

Low Medium	 HIgh CriticalSeverity level
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Honest	but curious	
attacker	

Domain	cookie Third	party Super	cookie

Temporary

Persistent

Malicious	attacker Domain	cookie Third	party Super	cookie

Temporary

Persistent



“Private”	browsing

• Private	browsing	does	not	 prevent	user	tracking	or	
identification
• It	only	disassociate	past	browsing	history	from	future
• Past	browsing	history	+	browser	cookies	can	not	be	accessed	
by	websites	visited	using	private	browsing
• Safari	&	Firefox	→	“Private	browsing”	
• Chrome	→	“Incognito”
• Internet	Explorer	→	“InPrivate browsing”
• Some	type	of	supercookies can	be	passed	by	in	between	
private	sessions
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Browser	extensions

• Browser	extensions	are	basically	third-party	code	that	is	executed	
by	the	browser
• Trust	issue	→	browser	will	 trust	the	code,	but	should	you?
• Some	extensions	can	help	the	user	in	preserving	(or	limiting	
violations	to)	his	privacy	online
• AdBlock →	blocks	ads	and	other	tracking	content
• Ghostery→	like	AdBlock,	but	specialised in	tracking
• MIT	Tech	Review	→	Ghostery is	closed	course	and	it	may	be	
re-selling	anonimizedbrowsing	data	to	advertisers

• uBlock→	Open	source,	more	memory	efficient
• noScript→	guerrilla	version	of	the	above,	blocks	all	
JS/scripts
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Extensions:	to	trust	or	not	to	trust?

•Browser	extensions	allow	the	user	to	add	new	
functionalities	to	the	browser
• Typically	written	in	JS
• Can	access	browser	environment	using	APIs	(i.e.	software	
interfaces)

• Some	APIs	may	allow	the	extension	to	access	
information	outside	of	the	private	browsing	env
• Some	extensions	are	clearly	a	security	threat
• e.g.	Firefox’	commandrun extension	

• Can	access	all	open	browser	windows
• If	private	browsing	does	not	close	current	session	(e.g.	FF	20),	extension	
can	reach	over	and	link	private	and	non-private	sessions
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Plugins

•Plugins	pose	a	similar	problem
•Do	not	directly	depend	on	the	browser
•Third	party	applications	that	may	or	may	
not	comply	to	the	browser’s	(security)	
policies
• Cookie	and	supercookie setting
• Communication	of	system’s	IP	address
• Direct	access	to	system	functionalities
• Chrome	executes	Flash	in	a	sandbox
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Browser	Fingerprinting

• Tracking	typically	happens	using	cookies
• It	is	however	possible	to	achieve	reasonable	tracking	
precision	even	for	users	with	a	“clean”	browsing	history
• Browser	Fingerprinting	is	a	technique	that	can	uniquely	
identify	a	browser	over	a	set	of	rather	stable	metrics:
• User	agent
• Header	HTTP
• Screen	resolution
• PLUGINS/Fonts
• Supercookie settings

• https://panopticlick.eff.org
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Browser	identification	(1/~5M)
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Add	one	more	privacy	tool..

• Fingerprint’s	precision	increases	with	the	
uniqueness	of	the	user’s	configuration
• The	more	you	“personalize”	your	browser,	the	least	
common	its	configuration	will	be
• Disable	3rd party	cookies
• Install	Ghostery
• Install	uBlock
• Kill	plugins
• Install	new	system	fonts
• ..
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Fingerprinting:	disclaimer

•Being	unique	is	not	the	same	as	being	
trackable
•Fingerprint	must	be	stable in	time
•Or	at	least	change	in	a	somewhat	predictable	
manner

•Some	implementations	can	predict	a	
browser’s	fingerprint	with	good	precision
•65%	detection
•99.1%	true	positives
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Attacks	out	of	the	browser:	email

• We	already	know	that	email	is	an	attack	vector	for	social	engineering	
attacks	such	as	phishing
• There	are	however	other,	more	technical	attacks	that	allow	the	
attacker	to	obtain	private	information	from	within	the	email	client
• Emails	are	basically	webpages
• Can	include	a	number	of	objects

• Video,	picture,	sound	files
• Javascript,	VB	script,	..
• CSS,	iFrames

• This	can	be	exploited	by	the	attacker	to	access	to	information	about	
the	user	and/or	deliver	remote	attacks	to	the	email	client
• Example	of	type	of	info:
• This	email	address	is	valid,	therefore	I	can	send	spam	to	it.	The	user	appears	
to	be	Italian,	and	works/studies	at	the	University	of	Trento.	The	user	read	this	
email	on	day	X	at	time	Y	from	the	IP	address	Z.
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Email	attacks:	example	(1)

• https://emailprivacytester.com (Mike	Cardwell)
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Email	attacks:	example	(2)
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Email	attacks:	example	(3)
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Email	attacks:	example	(4)
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3.	Channel	security



Channel	crypto

• Most	Internet	web	traffic	happens	through	HTTP
• User	data	transmission	over	the	channel
• Confidentiality	 /	integrity	problem

• HTTPS	à HTTP	over	TLS	(Transport	Layer	Security)
• Asymmetric	key	encryption
• Every	user/server	has	a	public/private	key

• Originally	deployed	over	SSL	(Secure	Sockets	Layer)
• SSL	1.0,	2.0	(<1996)	à insecure	à 2.0	deprecated	in	2011
• SSL	3.0	à 1996	à redesign	of	previous	protocols	à deprecated	in	2015
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TLS

• Same	protocol	design	of	SSL,	crypto	is	different
• Current	TLS	1.2
• Supported	by	every	browser
• Also	used	in	VoIP	communication,	several	other	systems

• Handshake	Protocol
• Public-key	crypto	to	exchange	shared	secret	keys	
• Negotiate	protocol	version	and	crypto	algorithms
• Authenticate	server

• Optionally	authenticate	client	(mutual)

• Record	Protocol
• Exchange	of	information	encrypted	with	secret	keys
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Shared	Secret	Key	exchange

• Several	protocols	can	be	implemented	to	exchange	secret	
key
•We’ve	seen	Diffie-Hellman
• Does	not	authenticate	parties	(needed	typically	for	the	server,	
sometimes	both	client	and	server	àmutual	authentication)
• Alice	initiates	exchange	with	Bob	and	establish	secret	key

• No	mechanism	to	guarantee	that	Bob	is	Bob	àMitM

• Public-key	certificates
• Trusted	electronic	certificate	that	signs	the	public	key	of	a	server
• Certification	authority	signs	the	certificate	with	its	private	key	(X.509)
• Public	Keys	of	CAs	are	known	(e.g.	Shipped	with	browser)
• Client	can	verify	the	signature	and	thus	trust	the	certified	 identity
• Security	is	transferred	to	trust	in	CA
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Certification	Authority	(CA)

•CAs	act	as	a	third-party,	independent	intermediary	
that	certifies	the	tuple	<identity,	public	key>
•CAs
• Verify	subject’s	identity
• Creates	digital	certificate	with	associated	identity/public	
key
• CA	signs	association	with	its	private	key
• Certificate	authenticity	can	be	verified	by	the	user

• Browsers	are	shipped	with	list	of	public	keys	of	several	CAs
• Hierarchical	structure	similar	to	DNS
• Root	certificate	signs	intermediate	certificates	that	sign	server's	public	key	
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Certificates:	a	technological	problem?

• Certificates	are	a	technological	solution
• Can	be	release	by	anybody	with	the	correct	technology	and	
technological	knowledge	(i.e.	any	CS	MSc	student,	me,	you)

• List	of	trusted	CAs	can	vary	from	from	system	to	system
• Authenticity	of	the	certificate	is	verified	by	the	user	using	the	public	
key	of	the	CA	(verify	signature)
• This	is	again	a	technological	approach
• Does	not guarantee	that	the	certificate	actually	certificates	 a	
meaningful	pair	<identity,	key>.

• Still,	attacks	are	possible	by	which	a	forged	certificate	can	be	evaluated	
as	authentic	→	Flame	malware

• Software	modules	falsely	certified	as	Microsoft’s
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Certificates:	a	trust	problem

• The	certificate	may	be	valid,	but	who	released	it?
• Do	you	trust	ZERTIFIZIERUGSSTELLE	DER	TUM?
• The	cert	is	technically	valid,	but	who	is	this?
• VeriSign	looks	like	a	more	legitimate	CA..
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VeriSign	looks better
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DigiNotar
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Superfish
• Lenovo	had	a	contract	with	advertisement	network	“superfish”
• User	profiling	to	send	personalised ads	to	Lenovo	users
• Problem:	can’t	read	HTTPS	channels..
• Solution:	Install	a	root	certificate	by	default	on	the	system!

• Signs	certificates,	presents	itself	like	original	certificate
• Same	key for	every	affected	Lenovo	system	(cracked	and	now	public)
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HTTPS:	limitations

• Channel	encryption	is	not	full	end-to-end	encryption
• Encrypted	channel	from	user	to	server	à server	can	forward	traffic	to	3rd
parties	(e.g.	ad	networks)

• HTTPS	channel	can	be	“downgraded”	to	HTTP	à sslstrip
• Server	configuration	 is	important

• HTTPS	shields	the	content	of	the	traffic
• SSL/TLS	act	as	wrappers	around	HTTP
• Protects	information	 such	as

• Payload	(cookies,	credentials,	etc..)
• Exact	requested	 remote	path

• Routing still	happens	in	the	clear	over	the	classic	TCP/IP	stack
• Traffic	sniffing	allows	the	attacker	to	reveal:

• Source	of	traffic
• Domain	toward	which	request	is	directed
• Timings	(e.g.	stayed	on	that	domain	x	minutes	between	requests,	on	average	new	
request	every	y	minutes)
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Confidentiality	of	data	online
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VPN	services	/	Secure	proxies

• User	can	decide	to	trust	a	proxy	for	his/her	connection	and	send	all	traffic	to	it
• ISP	/	destination	server	not	fully	trusted

• ISP	sees	only	traffic	toward	VPN,	does	not	know	final	destination
• Final	destination	does	not	know	real	origin	of	request

ISP/Telco 3rd party
VPN service

Destination server

Client-VPN (HTTPS)

External traffic (HTTP/HTTPS)

Client
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Onion	routing

•What	to	do	if	you	can’t	trust	a	VPN	server	(or	if	it	is	
blocked	by	the	ISP)?
• →	Onion	Routing	puts	multiple	layers	of	encryption	
(as	in	an	onion)	around	the	protocol
• Layers	are	removed	at	subsequent	hops
• No	hop	can	know	both	whom sent	the	packet	and	what is	
in	the	packet
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TOR

• Tor	is	a	virtual	distributed	network	that	allows	the	user	to	
achieve	high	privacy	levels	thanks	to	Onion	routing
• Allows	the	user	to	connect	to	a	certain	service	with	
intermediary	infrastructural	nodes	knowing	(e.g.	ISP,	proxy)
• Even	the	final	destination	never	knows	who	really	sent	the	
request
• Creates	a	virtual	network	with	known	nodes
• Onion	Routers	(OR)	→	route	the	traffic
• Onion	Proxy	(OP)	→	creates	the	virtual	circuit	(OR1 →	OR5 →	OR2 →	
OREXIT )	to	route	the	traffic
• Traffic	sent	through	TLS
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TOR:	structure

Chris	Zachor “Anonymizing Network	Technologies”
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TOR	in	action	(1)
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TOR	in	action	(2)
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TOR	in	action	(3)
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TOR	in	detail

Alice Bob

OR2

OR1

M
√M

M

OR3

M

C1 C2

C2 C3

C3 Port

Xinwen Fu@UMass Lowell
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• Alice	(OP)	negotiate	a	key	with	every	OR
• Every	OR	only	knows	who	is	before	and	after	it
• OR3	knows	that	the	message	is	for	Bob	but	does	not	know	Alice	sent	it



Attacks	on	TOR

• Exit	node	sees	original	traffic
• If	username	and	password	in	the	clear,	we	start	all	over	again..

• Timing-channel	attacks
• It	is	possible	 to	infer	who’s	Alice	by	measuring	how	much	time	it	passes	
between	subsequent	 requests	toward	Bob

• Not	all	the	traffic	generated	from	the	system	necessarily	passes	
through	TOR
• DNS	requests	(e.g.	made	by	browser	plugins)	may	reveal	IP	address
• Javascript/browser	extensions	can	reveal	IP	too

• Apparently	the	FBI	was	able	 to	find	the	owner	of	Silk	Road	(the	infamous	“darkweb”	
market)	using	this	attack

• Limitations:	https://www.torproject.org/download/download-
easy.html.en#warning
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