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Whatis @ market

* A market is a system by which services or goods are traded
in exchange of a compensation

 There can be many types of markets

* Financial markets
* Work / Job position markets

* A marketplace is a venue where the market is held
* Physical (a town’ssquare)
* Virtual (a website, a chat, other or mixed means)

* The terms “market” and “marketplace” will be used
interchangeablyin thislecture



- Whatare the (cybercrime) black
markets

e .. a “black market” economy, built around for profit
cybercrime, in which a large number of geographically
distributed actors trade in data, knowledge and services
[Kurt et al. 2015]

— Held in virtual marketplaces
* Originally IRC
* Now mostly web-forums

* Trading of
e Attacking tools

* Highly efficient exploits; Vulnerabilities
* Accounts, money laundry, CCNs..



Underground-based market

* “TOR-based markets” >Can’t be reached from
“standard” internet
= “anetwork inside the Network”
e Typicallydrugs and other illegal good markets

* “Closed markets” - can be reached on the Internet
* Most tech markets are of thistype
* Markets are closed, entry by selection

e Organised in different markets
* Typically “national” = Russian, chinese, brazilian

* Among most influentthere are Russian markets



Types of markets

* Low-tech markets
* “Spamadvertised” or fake goods
* Hosting, stolen credentials, ..

* High-tech markets

e Cybercrime markets

* Attack delivery technologies
* Malware/specialized payloads (Zeus, Clickbots, ..)

e “Private” markets
* Afew playersselling high-tech malware to selected customers
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-tech market —example [Kurt

et al. 2015]

go

Social Spammer

Luxury handbag spam
Fake account creation
Hosting infrastructure
Payment and fulfillment
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High-tech markets: cybercrime
as market service

* Technological vs human vectors for attacks
 We areinterestedintheformer

* Technical competences are concentrated in an
underground market for attacks
* Trade of advanced exploitation vectors
* Vulnerabilities, exploits and malware
* Delivery mechanisms

* Exploit and tool developerssell the technology to multiple
clients

e Can combine several different technologies to
personalise the attack



High-tech Cybercrime Markets

* This technology is traded in underground, closed
markets

 We have infiltrated several

* Today we explore the most prominent one
* Russian Market

* Onopen Internetbut closed access

* Entry-barrier requires credible background, russian language, and
passing an entry test

* Infiltrated for 4+ years

e 1.5 years “break” as we’ve been kicked out of market
* Much work to get back in

* TOR access (to avoid firing too many alarms)



Market organisation

|(l

e Several “themes”

* [Bupyconormnal - Virusologia - malware, exploits, packs, ...
e [Aoctynbl] = Access - FTP Servers, shells, SQL-i, ...

* [CepBepbl] = Servers - VPN, proxies, VPS, hosting, ...
* [CoumnanbHblie ceTn] - Social networks = accounts, groups, ...
* [Cnam] - Spam - emailing, databases, mail dumps, ...
* [Tpad] = Internet traffic=> connections, iframes, ...

e [PuHaHcbI] = finance - bank accounts, money exchange, ...
e [PaboTa] - Work = look up for and offer jobs
* [PasHoe] = other




Market activity

Variation in market activity
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Introduction of new goods in the market

Variation in no. of new goods
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Top 10 on “virusologia”

M 3akpennexo: Ceaska IkcnnouTtos RIG v3.0 (] 1 2
Csa3Ka DKCNNOUTOB

m3akpennexo: VIP Crypt (] 1 2

M 3akpenneno: Ceaska akcnnoutos Neutrino waves
NPUBaTHOE peleHue

m3akpennexo: Sale Exploit | chm 0day silent | office macro |FUD ——

M 3akpenneno: MNpoakTusHbIA aaepHbiid aponnep K1 v2.1

3akpenneno: fudPE Crypt Service

4—
O6xon HIPS, Bbixog 13 Low. [XP - W10]
3akpennexno: *NEW* ring0 LPE Exploits For Sale [All win ver] «—
yassumoctu CVE-2015-0057+CVE-2015-1701
C++, Automatic, 0/35, Instant buy
3akpenneHo: Jly4wne UHXeKTbl, HOBaA aAMUH NAaHENb-TOKEHKA.
4—

3akpennexno: Smoke Bot - HOBbIK MOAYNbHBIA 60T
pe3nAEHTHAA U HEPE3UAEHTHAA Bepcusa

3akpennexo: Vertumnus Socks Bot

B ——

Exploit Kit “RIGv3”

Tool to encryptmalware
Exploit Kit “Neutrino”

Sale of Office exploits
Dropper “Nuclear” (EKit)
Kernel exploits for Windows
Crypt online service

Web attacks injector

} Malware bots
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A reminder: exploit kits operation

Exploit Kit

O
&
o
+ opular website homepage
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Traffic Broker /Hacker attacks
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Details of a kit in the market

/ Kit success rate - *success rates depend on quality of traffic

pegHni npobne Ha ceaske: 10-25%
npOGMB YKa3blBaETCH anGnM3HTeanblﬁ, MOXET OTNHU4YaTBCA M 3aBMCUT HAGnNpAMYO OT BUAa ¥ Ka4yecTsa Tpad)QJMKa.

OTCTYK CTaHAapTHbIN, AaXe YyTb Bbille CTaHfapTHOro: Malware delivery rates
3esc = 50-60% —> Zeus malware: 50-60%
Noapep = 80-90% Loader: 80-90%

@ D 23.03.2011, 19:44

Wena nocnegneii sepcun 1.6.x: |— Latest prices AnaevT ao sepcuu "Eleonore Exp v1.6.5"
> CroMMoCTs camon ceasku =|2000% .

> YucTku oT AB = oT 50$ B cocras cBA3KH BXOogAaT cegyrowne SKCnaonThi:
> Pebunp Ha apyrowv aomeH/UMN = 50% Add|t|0na| SerViCES e

> CVE-2006-4704 (WMI Object Broke)
> CVE-2008-2463 (Snapshot)
> CVE-2010-0806 (IEpeers)
> CVE-2010-1885 (HCP)
_ > CVE-2010-0188 (PDF libtiff mod v1.0)

> AngeiTbl = oT 100$
* CBA3Ka C NpMBA3KOK K AOMEeHYy wnu IP .

Cesasb: > CVE-2011-0558 (Flash <10.2)
> 1CQ: 9000001 Contact > CVE-2011-0611 (Flash <10.2.159)
> Jabber: Exmanoize@xmpp.jp > CVE-2010-0886 (Java Invoke)

- > CVE-2010-4452 (Java trust)
PaGousii rpadse: Monday — SAturday *Bucta u 7xka bbertcs
> noHeaenbHuK - cyb6ora From 7am to S5pm
> c 700 17 no McCK. Moscow Time
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}Selling traffic

e Can buy traffic from “traffic brokers”
* User does not have to click on anything
* Automatic redirect

* High-quality traffic derives from selection of connection
based on requested criteria  wumensiwi sacas: 10¢

TecT: 3K (nnaTHbIA)

() Geograpl‘nc Sou r‘ce Ycnoeua pabotel: npegonnara 100%
() Instal Ied Softwa re MIX ot 1.5% no 3% 3a 1K (32aBMCUT OT KOHKpeTHOro Habopa crpaH).

MIX 1.5% - POL,TUR,COL,PER,EGY,THA,IND,PAK,CRI,MYS,IDN
MIX 3% - ITA,ESP,BRA,ARG
OTtpensHasa crpada - 3%

EMAUEAIARS BIG TRAFFIC. BIG PROFIT. THINK BIG!
SELL TRAFFIC SKIMMED MOBILE POPUNDER
TRAFFIC TRAFFIC TRAFFIC
USER GUIDE | | | — ’
57)-00 $.32 3 1 25 |GETUPTO =
REGISTER - o b 2 YOFF BIG ORDERS
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Infect 1 M machines: is it worth
it?

Action Economic effort (1styear)
Buy exploit kits (20% efficiency) 2000 USD

Required connections 5x 106

Setup 50-150 USD

Traffic (assuming 2USD/1000 conn.) 10.000 USD

Maintenance (IP/domain flux, packing..) 150 USD

Updates (assuming 2/yr) ~ 200 USD




Another kit

Dr. Luca Allodi - Network Security - Un

Exploit kit RIG v3.0

Papbl npeacraevTh BaM cBsA3Ky akcnnouTos RIG v3.0
Are pleased to introduce you to our exploits RIG v3.0

-Pabora Ha scex WInOS 32/64bit
-Work On all WinOS 32 / 64bit

-06xon UAC Ha cnnouTax
-Bypass UAC on exploits

-4acTble YUCTKKU + YUCTKK No TpebosaHuo
-Frequent cleaning + cleaning on request

-NepxuM Gonblune 06bLEMBI
-High load support

-B Bblaaue BCErga HallK YMCTbIe ¥ TPACTOBLIE JOMEHLI C 3aBTOMATUYECKOIH NPOBEPKOH No BnexnucTam
-Always our dean and trust domains with automatic check on the blacklist

Kaxabiil akkayHT MMeeT 2 NOTOKA U MOXET rpy3vTb 2 pa3HbIX exe
Each account has a 2 stream and can ship 2 different exe

API ¢ aBTOMaTUYECKON BbiAAYEH NUHKOB
API with automatic generate link's

Tekylwue CnNouUTbI:
Current exploits:

IE7-8-9: CVE-2013-2551
Flash: CVE-2015-0313 - CVE-2015-0336 CroumocTs/Cost:

Windows: CVE-2014-6332 Cytxu/Day - 50 usd
Hepens/Week - 200 usd

Cpennuii npo6ue 10-15% Mecaw/Month - 700 usd
An average sample rate - 10-15%



%?;gr,q% Vulnerability: CVE-2015-0057 (Published: February 10, 2015)
AT \
I~ \7‘ Supported versions: XP/2003/vista/2008/W7/2008R2/2011/w8/2012/W8.1/2012R2/W10TP

- NA) UN'VERS[TA DEGLI STUDI Supported architecture: x86/x64
LS DI TRENTO +

Vulnerability: CVE-2015-1701 (Published: May 13, 2015)
L]
Supported versions: XP/2003/vista/2008/W7/2008R2/2011
X p O I S Supported architecture: x86/x64
Development stage: v1.2.1100 (stable)

* The exploit has a fully
CUStomisable She”COde. OGXOAIATCA BCE BO3MOXHLIE HAa JIAHHBIA MOMEHT 3anmTel Windows:

* The package includes a . SMED
demo that opens a
command console with
SYSTEM privileges.

* Kernel DEP
* KASLR

* Integrity Level (BuiXog u3 LoOw)

° The hlgh de ree Of * NULL Dereference Protection
efficiency of the exploit T ouae
reduces the risk of failure
to Virtua”y Zero - that iS, B cerr orcyrctsyer POC Ha ys3BMMOCTL CVE=-2015-0057, POC Ha ys3BUMOCTL CVE=2015-1701 paGoraeT TOILKO Ha W7.
ten consecutive
successfu| runs on the DKCIUIONT TIOCTABIAETCS B BHE INEUIKOAA, MOMHOCTLIO NOTOBOTO YIS BCTPAMBAHMA B BalllH ITPOSKTEHI.
same System_ B pesyianTare B BalleM Kojie NMOABHTCA HOBas (yHKuMA < BOOL GetSystemPWNED(ULONG ulProcessId); >

B mnakere NpeJCTaBIeHbl JIEMOHCTPALMOHHLIE COYPChI, OTKPBLIBAIOIIHE KOMAHHYI0O KOHCOML C mnpasamu SYSTEM.

* Thus, it is best used "Use

ﬁ;:er Free:: angt %Ot "Pray BriCOKast cTeneHh OTJAAKH pabGoTOCNOCOGHOCTH JIAHHONO 3KCNA MO3BOMHIA CHH3NTEL PHCK cOOS NpPaKTHYECKH JI0 HyNs - T.e.
er Free" as it happens
with other

"manufacturers".

NMECATL 3anyCKOB MOJIPAA HA OHOA H TOH Xe CHCTeMEe [deT YeTKHH pesyILTaT B O[HO KacaHHe.

TakuMm ofpasoM, HCNONL3yTCH KMMeHHO "Use After Free" a me "Pray After Free" Kak y Jpyrux "npomssopureneit” .

DKCIVIONT cnocoben paGoTarhk H3 MNOJ Y4Y4eTKH Guest a Takke H3 noj Low Integrity

* Exploit tested forthese
Avs

DKCIUIONT 321.U.UIH¢OB&H Ha o'earmoqnyio pao’my B MOGOH Cpee, NPOBEPEH HA BCEX 3AABIICHHBIX CHCTEMAX a TakXe Ha
* (can test against others HEKOTOPIX TPORKTHBKAX:

upon request)
* KIS 2015

* Price: 5000USD * Avast IS 2015

* ESET Smart Security 8

(BO3MOXHEI NPOBEPKH HA [PYrHX NPOAKTHBKAX IO 3ampocy)

Dr. Luca Allodi - Network Securi
Ilena: 5K USD
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Malware

1. 61 kb (UPX - 24 kb);

Cnoinep
* 2. Multi-threaded file 1. Bec 61 kb (UPX - 24 kb);
encryptlon; 2. MHOronoTouHoe WudposaHue ¢aitnos;

e 3.New al g orithm based 3. PaspaboTaH HOBbIM anropuT™ Ha ocHoee AES-256 ¢ npumMeHeHueM TexHonoruin RSA-2048;

on AES-256 using RSA-
2048 4. BO3MOXHOCTb PerynupoBaTh LeHY aHI0Ka KaK ANA KaXAoW CTpaHbl, Tak U ANA BCeX CTPaH;

e 4.Youcan set prices 5. YpobHasa Tuker CUCTEMa,
based on country

* 5. Handy ticket system I 12. Bor HE paboTaeT no yKkasaHHbiM crpaHam: AM AZ BY GE KG KZ MD RU TJ TM UA UZ (CHI);

* 12. Infection disabled
for these countries: AM
AZ BY GE KG KZMD RU
TJTM UA UZ (CSI);

¢ Cnoiinep
* 1. Noprice, get 50% of 1. PaboTaeM 50% Ha 50%
revenue. 2. CHI" He TporaeM. CoeceM. [Jaxe Kopnbl.
e 2. Absolutely do .not 3. Boinnatsl HHCTaHT: H2 YKa3aHHbli Kowenex BTC.
touch CSI countries. . Kper Gacuismss.
5. PaboTocnocobHOCTL CXeMbl U OTCTYK OTTECTUPOBaHbLI, Mbl HE TECTOBaA NAoLajka, Npocbba He CTY4YaTb TeM, KTO XOoueT
* 3. Instant payments 4TO-TO NONPOGOBATL U NOTECTUPOBATb.
N 6. MpoeKT KOMMEPYECKUA, YaCTHbIM, Npasuna Halwy. Mbl MOXEM OTKa3aTb B COTPYAHWYECTBE C HaMK 6e3 06bACHEHUA NPUYNH
(00 Hauana CoTpyAHUYECTBA eCTECTBEHHO).

Dr. Luca Allodi - Network Security - University of Trento, DISI (AA 2015/2016) 19



Rogue Certificates

Price: 400 USD

é TRUSTED CERTIFICATE UTILITY

) Code Signing Certificates 2 Check Signature b createcsh 2 mmport € Refresh
n Issued To Expire Date Serial Number Friendly Name Issuer
| I 12DEC-2016 I S Nusste
SSL

Copy thumbprint to clipboard
View key information

2| Delete Certificate
Edit friendly name

Code Signing

N

Tools

Sign Files Export Certificate TestKey View Certificate

Close

Dr. Luca Allodi - Network Security - University of Trento, DISI (AA 2015/2016) 20
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Bilal's Botnet A test ~
Dashboard Show 10 v entries Search:
_ IMEI 4 Country Operator Bank Control
SMs P—
000000000000000 us Android ® =2 4 .
Cards
2654654984 UK OPERAT
Onlire [0 ) 265465491284 UK OPERAT ol =l 4l
Offline 6 265323324654911 UK OPERAT @ =8 4 -\ m
UK OPERAT ® =2 4 .
UK OPERAT ® =2 4 .
WhatsA Previous ‘ 1 ‘ Next
o P > Google Play ——

Confim credit card details.
Enter details about the credit card Confim credit card details.

for verefying payment etals Enter details about the credit card

for verefying payment details

wsa [N ey

Card number

Card number

MM YY =8 cvc

MM YY = CVC

Cardholder name

Cardholder name

ity of Trento, DISI (AA 2015/2016) 21




g2 UNIVERSITA DEGLI STUDI _ o
24 DI TRENTO Price: 40005 lifetime updates

Mobile bots

Injected page
Real App ) D3g

7 .l 100% W 17:47 NatWest Step 2 of 3

Some title

Some rundom text to insert to containr just to
chek how it loks.Some rundom text to insert to

ADGOLD/WEST N containr just to chek

87654321 83-06-28 Current account

£356.62

£356.62 available

& NatWest

Customer number:

Online Banking PIN:
1of6 4 digits

. . Password:
View Transactions

Transfer between accounts

Account number:

Payments

08 digits
Pay your contacts Sort code:
Direct Debits 06 digits

Standing Orders :

Dr. Luca Allodi - Network Security - University of Trento, DISI (AA 2015/2 22
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Product demoing

»

MoK
KOMMEHOTER

Ay
2]
FastStone
Capture

2]
Wireshark

o

Google
Chrome

4
- /

Microsoft .

Windows

Professional

v

KopsvHa
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iScreencastz0O:-Matic’com

EnD o im e 2o
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Composition of an attack

 Elements of an attack
* User connections
» Attack delivery
* Malware infection
* Monetisation mechanism

* Notice that most products sold in the markets enable the attacker to
only one of these steps

» Traffic brokers, stolen accounts, .. = connections

* Exploit kits, stand-alone exploits, .. > attack delivery
* Ransomware, banking malware, .. 2> malware

* CCNs, bankinginfo, .. 2 monetisation

* Each of these stepscan be combined by the attacker to obtain a set of
characteristics that suits them

* Traffic from northern Europe

* Exploit kit for recent IE versions

* Malware that does not infect CSI countries
* Attack UK bank costumers



Monetisation

* Selling attacks for a price is not enough to justify
the market

* It must be possible to “monetise” the traded
technology

e Several mechanisms to monetise infections are possible

* Very hard to estimate actual value (cost) of attacks
for the attackers (victims)
e Estimates vary greatly

e Can be used to qualitatively frame the importance of
these activities

 All the following is discussed in [Kurtet al. 2015]



“Spamvertised products”

e Spam techniques are used to advertise products
* Stolen email accounts
* Social networks
* Mobilephones/ calls..

* Victim is tricked into buying some counterfeit
goods
 Pharmaceutical / electronics/ clothes..
* Pirated software
* Pornography, gambling, ...

e Estimated value 12-90 million US dollars



@) Win 8 Security System | Seoot |

Scareware

N
CJ Perform Scan

9.

* Uses a | 3
combination of |
social engineering | /&

R contarston T Onscantow i} (J urontenow |
and malware -
infection

' UNIVERSITA DEGLI STUDI
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Win 8 Security System - Security level: Low

Recommendation: i
Your computer ID: 6AA96198 copy to clipboard

> Complete PC Protection
> Automatic Updating

> Protection against bank account fraud
> Self protection from malware

Run a system scan to detect spyware, Check for updates and make sure you get
Activate ﬁ.VJ r copy right now malware and similar infection maximum protection with the latest version
and get full realtime protection of our software.

with Win 8 Security System!

e Convinces userthey needto bya product
e FakeAV is typical example

* Message convinces user system s infected or at risk
* Typically pay about 60S to get the system “cleaned”

e Common threat before 2011

e Estimated value 130 million USD
* Market dismantled by blocking transactions to FakeAV affiliate programs

Dr. Luca Allodi - Network Security - University of Trento, DISI (AA 2015/2016) 27



This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of

liberty for four to twelve years.)
a I l S O I I . W a r e Following violations were detected:
Your IP address was used to visit websites containing pornography, child

pornography, zoophilia and child abuse. Your computer also contains

video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

([ Aga i n m iXtu re To unlock the computer you are obliged to pay a fine of $200.
L o e You have 72 hours to pay the fine, otherwise you will be arrested.
Social engineering
: Iz:ranyu:l:epzry\;h:ofzxn:h:)ht:ﬁiueg:ter the digits resulting code, which is
+ te C h n I C a I a tta C k located on the'back of your in the payment forlm and press

OK (if you have several codes, enter them one after the other and press

* Malware encrypts file on hard disk

* Asks for money to give decryption key
* Usually in the whereabouts of 100-200 S, up to 400 S.

* Can you identify social engineering techniques in
the text above?

 Estimated value (Cryptolocker alone): ~ 3 Million
USD



Click fraud

» Attacker registers with Ad Network

* Use infected systems to generate clicks on sourced
advertisement

* Hard to distinguish between legitimate and fake
click
 Anomaly-based heuristics

* Estimated 20% of all clicks are generated by
automatic bots

* Detection rate up to 75%
e Estimated value ~ 20-30 million USD



Credit cards and banking

* Hard to cache-out credit cards
* How to maintain anonimity?

e Typically use “money-mules”
 Victims of social engineering attacks

e Used by the victim as a proxy to cash CC value

* Money mulesend out of country expensive good to
anonymous PO Box

 Wire transfersto criminals

e Estimates are difficult to make



Market Fairness

A market only exists when there are sellers that enter the markets and
buyers that exchange money for products or services

Imagine yourself (a criminal) trying to sell your productin a new market

Would you really mind scamming people if there is no “punishment” you fear?

Would you spend effort time and money in making a good product if you feel like

anybody (e.g. the competition) can just ruin you by telling everybody you are a
scammer?

— Unfair market leads to low-quality tech
The system needs a mechanism to equilibrate incentives
One of the main results from [Akerloff 1970]

Evidence that high-tech cybercrime markets address these problems
with convincinginstruments

We'll see three stories taken directly from the markets



rials in cybercrime markets:

"he rules (in short)
Anybody can report anybody else for trial

Follow provided template for filing. Must include
Name and profile of the offender

Proof of the fact
The reporter (accuser) and the reported (defender) enter the trial

The defender has 24 hours to show up

In particularly complicated cases the defender can be given up to 7 days
—> this decision is taken by the Judge (i.e. administrator)

An investigation follows:

Witnesses are called
Evidence of either cases (accuser or defender) is provided

Administrator takes a decision: Black List or Innocent



(1) The defender does not show up

October 2013
Accuser reports he has been scammed for 390 US S by defender

A moderator (“Arbiter”) advices to
“notify the defender with a personal message [about your report]”

A third user shows up, reporting that
“[Contacting the defender is] Useless, he has not been online for a long time”
Administrator gives the defender 48 hours to show up

Four days later ( the 49t hour was Sunday) the administrator puts
the defenderin the black list



(2) The defender loses the trial

July 2012

Paymentof 3000 WMZ not received;
defender is given 12 hours to show up
Defender shows up after 4 hours
Brings evidence of payment (very long discussion)
Posts logs & screenshots of transaction
Accuser answers thatthe paymenthas never been received
He/She accuses the defender to have “blocked” or “intercepted” the payment
Witnesses on his side show up to support his claims and trustworthiness
Admin gives two options
1) Defender must provide final proof of transaction commit
2) Defender and Accuser resolve the case in private

— after a month of discussion the defendanthasn’t provided conclusive
evidence = he ends up “in the Black” (i.e. listed as an offender)



(3) The defender wins the trial

October 2012

Accuser reports a failure on the defender’s side to close a
transaction

Reports IRC log of their conversation
Accuser pays defender while the latter was offline

Defender does not acknowledge the payment and does not come back
onlinein a comfortable “time lapse” for the defender

Defender shows up shortly after, shows that he never cashed
anything
Admin intervenes and asks

“[Accuser] please do moneyback. To be precise, [defender] do not touch the
checks, and most importantly [accuser] get the money back in your wallet.”

Accuser stops complaining
Trial is closed and the defender is cleaned from any accusation



The Malwarelab

An application example



The Malwarelab

* Originally devised as a platform to test malware
products as “software artifacts”

* Reproduce the malware in a controlled
environment

e Test, analyze and measure functionalities
* Safe envto reproduce the Galileo RCS malware by HT

* Example of work: we tested 10 exploit kits to
answer the following question:

* How resilient are Exploit Kits against software updates?



The Kits and The Victims

* Exploit kits span from (2007-2011)

* How we chose the exploit kits
* Release date
* Popularity (as reported in industry reports)
* CrimePack, Eleonore, Bleeding Life, Shaman, ...

e Software: most popular one

 Windows XP, Vista, Seven
* All service packs are treated like independent operating systems

* Browsers: Firefox, Internet explorer
* Plugins: Flash, Acrobat Reader, Java

e 247 software versions
e spanningfrom 2005 to 2013

 We randomly generate 180 sw combinations (x9 Operating
Systems) to be the configurations we test

* Manual Test is Impossible 2 we need an automated platform



Configuration example

* One configuration for: Windows XP Service Pack 2

 Firefox1.5.0.5
 Flash 9.0.28.0
 AcrobatReader 8.0.0.0

e Quicktime 7.0.4.0
 Java1l.5.0.7

* One configuration for: Windows Seven Service Pack 1
* Firefox8.0.1.0
* Flash 10.3.183.10
 AcrobatReader10.1.1.0
e Quicktime: No version
* Java6.27
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The experimental Infrastructure

VICTIM 1 VICTIM 2 VICTIM 3
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Overview of the experiment
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— Configuration Snapshot (attacked)
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Assessing exploit successes

VICTIM1 VICTIM 2 VICTIM 3
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Results: Infections
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Interested in performing similar
experiments?

* Could be subject for a research project or a thesis
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