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Lecture Outline OF TRENTO

 How to create the virtual environment

 Hacking Exercises
— SQL Injection
— Broken Authentication

— Forced Browsing

— XSS
* Phishing with XSS
« Stored
* Reflected

- CSRF
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Software NIVERSITY

Proxy: OWASP ZAP

Browser: Firefox

Vulnerable Web Application: OWASP WebGoat
Runtime Environment: JAVA 7

Virtual Machine: Oracle VirtualBox
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Setup Virtual Environment OF TRENTO

« Download Virtual Box from
— https://lwww.virtualbox.org/wiki/Downloads

 Download Ubuntu.ova
- 192.168.131.7/~sweng000/

* Run Virtual Box and Import Ubuntu.ova
— Go to File = Import Appliance in the menu bar
— Click the Open Appliance button to select Ubuntu.ova file
— Click Import

— If the import succeeds, you should see the Ubuntu Virtual
Machine in your list

— Go Devices = Network - Disconnect Network Adapter
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Run Virtual Machine NIVERSTY

* Right Click on Ubuntu in the left pane of the
Oracle VM VirtualBox Manager App and hit
“Start!!

 Virtual Machine Password
— securityvm
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Run OWASP ZAP OF TRENTO

* Open a Terminal

* Type
— ¢d Documents/WebApp/ZAP_2.3.1
— sudo ./zap.sh
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Run OWASP ZAP B o MRS

it View Analyse Report Tools Online Help
rdmode jv) || B Mg & B @8 ODE@M:Y b o EadiE: ©
tes | || Scripts J " Quick Start 'XT =» Request T Response& T 2% Break T¢ | Script Console ]

tes

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack’,

URL to attack: http:/f @ Select...
& Attack M stop

Progress: Not started

For a more in depth test you should explore your application using your browser or automated regression tests while proxying throug

If you are using Firefox 24.0 or later you can use 'Plug-n-Hack' to configure your browser:

Configure your browser: ( M Plug-n-Hack J

<
Spider T 2 Forced Browse T 1) Fuzzer T [ Params T < Http Sessions T .. Zest Results T ) Clients T 5‘ WebSockets T e AJAX Spider T | Out
= History T €, search T ¢ Break Points T o alerts T ) Active Scan
'/ Filter:OFF
| Req. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags
o RO o MO Current Scans A 0 30 0 &0 4

Boprdm@ GEL
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Configure ZAP 45 OF TRENTO.

* Go to Tools>Option-> Local Proxy
00 options

¥ Options RIS 5
Active Scan
Active Scan Input Vectors | Local proxy \
AJAX Spider
Anti CSRF Tokens Address (eg localhost, 127.0.0.1) localhost
API :
Applications FIEIE 2 I 8089 Ij

Authentication (Deprecate:
Breakpoints

Certificate

Check For Updates (V] Modify/Remove "Accept-Encoding” request-header
Connection (V) Always unzip gzipped content

Database
Display rSecurity Protocols
Dynamic SSL Certificates
Encode/Decode MssL3@Ts1 TS 1.1 M TLs 1.2
Extensions

Forced Browse

Fuzzer

Global Exclude URL (Beta)
Http Sessions

Keyboard

Language

Local proxy

Passive Scan

Search

Spider

WebSockets

Set your browser proxy setting using the above. The http port and https port
must be the same port as above.
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Configure ZAP as a Proxy B OF TRINTG

 Open Firefox

* Go to Preferences >Advanced = Network - Settings

Configure Proxies to Access the Internet
O No proxy
() Auto-detect proxy settings For this network
() Use system proxy settings
@ Manual proxy configuration:
HTTP Proxy: | localhost Port: 8089 -

& Use this proxy server for all protocols

() Remote DNS
No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24
) Automatic proxy configuration URL:

() Do not prompt For authentication if password is saved
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Run WebGoat G )

* Open a Second Tab

Type
— ¢d Documents/\WebApp

Type
— Java —jar WebGoat-6.0.1-war-exec.jar
Open Mozilla Firefox

Type
— locahost:8080/WebGoat
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Run WebGoat W OF TENTD .

age

¥ localhost N . v ¢| B+ Google Q v 8 3

Username

guest

Password

The following accounts are built into Webgoat

Account User Password
Webgoat User guest guest
Webgoat Admin webgoat webgoat
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