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Higher level protocols

* On top of IP, TCP, UDP, etc. there are a plethora of
application-level protocols
* FTP - file transfer
e SMTP/POP/IMAP = mail
* Telnet 2 remote access
SSH = remote access
HTTP = web
DNS - infrastructure

* Pointless exercise to go through them all
e Rather, we focus on some most important threats



Domain Name Service (quick
intro)

* DNS is a hierarchical system for domain name resolving

* Translates human-readable addressed (google.com)to (a set
of) IP addresses the domainis reachable at

 UDP for fastanswers(port53)

e Each transaction identified by an ID (16 bits)

* Transaction|D: “TXID”
* Original DNS implementation = incremental TXID

e Several type of records. Of interest here

* A (AAAA) - IPv4 (IPv6) of the requested domain
* e.g.a.website.com A65.61.198.201

* NS = IP of the DNS server to ask
* e.g.a.website.com NS ns.website.com

* Followed by an A answer for the dns
* ns.website.com A 2.2.2.2
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DNS hierarchy

DNS Hierarchy

ROOT
& -4—— Root Level

ecom eory ®*edu enet «— TopLevel Domains (TLDs)

Nw

emci  eatt ¢ berkeley ..——— Second Level Domains

\. - Sub-Domain of parent
%
‘herkeley .edu'

0s #— Host 'eos’

g

* Root DNSs = responsible for top level domain queries
e e.g..com NS ns.auth.net

* Authoritative DNS = a DNS server that answers queries
whose answer it already knows

 Does notask to other DNSs

* Recursive DNS = a DNS server that forwards queries to
Authoritative DNSs
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DNS queries, authoritative
answers, and caching (simplified)

* When the client wants to contact www.website.com it
sends a query to its local DNS (also called recursive

DNS)
* Local DNS forwards request to authoritative DNS

* Local DNS caches entry

65.61.198.201

S.Gg W 3b. Cache website.comis at 65.61.198.201
1. ID=x Where is website.com? 2. ID=a Where is website.com?
=
4. |D=x website.com is at 65.61.198.201 =1 3. ID=a website.comis at 65.61.198.201
- ==

Recursive DNS Authoritative DNS



DNS CaChe pOisoning Recursive DNS’ cache:

website.com A 1.2.2.2

The first received answer is cached
65.61.198.201 Subsequent answers with same
TXID are ignored. Attacker

must win the race.

3b. Cache website.comis at 1.2.2.2

2. ID=a Where is website.com?

»
|

§. ID=a website.com is at 65.61.198.201

Recursive DNS Authoritative DNS

3. ID=a
website.comisat 1.2.2.2

3.1D=z A
website.comisat1.2.2.2 .:
1
1
|
1
1

A
1
1
1
1
1
1
1
1

———mm—e -

1.2.2.2
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DNS cache poisoning RecuseONS cache

65.61.198.201

Local DNS now has in cache
website.comis at 1.2.2.2

Authoritative DNS

1.2.2.2
Dr. Luca Allodi - Network Security - University of Trento, DISI (AA 2015/2016)
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DNS, the full picture

Has embedded list of 13 root DNSs
1. ID =x Where is a.website.com?

= Recursive DNS

»
»

b ask ns.website.com |P=j

$W02°91Isqam e sI 343y g

5.1D

a.website.com
65.61.198.201

ns.website.com ns.auth.com
j=2.2.2.2 k=1.1.1.1

Dr. Luca Allodi - Network Security - University of Trento, DISI (AA 2015/2016)

Recursive DNS’ cache:

.com NS ns.auth.com
ns.auth.com A 1.1.1.1

website.com NS ns.website.com
ns.website.com A 2.2.2.2

a.website.comA 65.61.198.201

called “delegation”.
Happens with a
response of type “NS”

Root DNS



Kaminsky vulnerability

* The Kaminsky vulnerability can lead to a cache
poisoning attack

* The attacker rather than replacing an A record
replaces an NS record

* This way the attacker can get control over any
(sub)domain
* b.a.website.com
* a.website.com
* website.com
¢ .com
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Kaminsky attack (cntd)

recursive DNS

Recursive DNS’ cache:

.com NS ns.auth.com
ns.auth.com A 1.1.1.1

website.com NS ns.attacker.com
ns.attacker.comA3.3.3.3

1. ID =x Where is a.website.com?

a.website.comA 3.3.3.5

The first received answer is cached
Subsequent answers with same

IS TXID are ignored. Attacker
o must win the race.
x| ¥
- =
ey =
(0]
£ T
© )
et o
° s
attacker.com attacker’s system 2 %
3.3.3.5 3.3.3.4 % Z
5 3
© v 3
T ~
. o)
a.website.com =
65.61.198.201 L L
ns.attacker.com ns.auth.com Root DNS
h=3.3.3.3 ns.website.com k=1.1.1.1

=2.2.2.2
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Kaminsky attack (cntd)

1. ID =j Where is login.website.com?

recursive DNS

»
»

4. 1D =j login.website.com A 3.3.3.5

5. GET login.website.com

attacker.com attacker” ssystem
3.33.5 3334

a.website.com
65.61.198.201

ns.attacker.com ns.website.com ns.auth.com
3.3.3.3 2.2.2.2 1.1.1.1
Dr. Luca Allodi - Network Security - University of Trento, DISI (AA 2015/2016)

Recursive DNS’ cache:

.com NS ns.auth.com
ns.auth.com A 1.1.1.1

website.com NS ns.attacker.com
ns.attacker.comA3.3.3.3

a.website.comA 3.3.3.5

login.website.com A 3.3.3.5

Root DNS

11



Mitigation of Kaminky’s
vulnerability

* Source of attack is low entropy with a 16 bit ID

 Randomness is not enough to represent a significant
margin

* MovingID size to 32 bits is not feasible
e Cannot changethe protocol

e Solution = randomize the source port (16 bits) to
Increase entropy

* In reality can’t use all 16 bits for the source port because
of reserved values

* Any answer that does not match both source port and
transaction ID will be dropped
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DNS amplification attack

* A type of DoS attack

* Exploits certain type of DNS answers that are much
bigger in size than the requests

e attack’s throughput much bigger than attacker’s input
* DNS works over UDP - source IP easy to spoof

SourcelP=5.5.5.5 DestIP=5.5.5.5
"ANY” information on zone "ANY” information on zone
@ (60 bytes) (3000 bytes) @
attacker DNS DoS’ed Victim
5.5.5.5
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DNS zone transfer

* A zone is a domain for which a server s
authoritative

e “slave” servers can ask “authoritative” serversto
copy their zone database
* Over TCP

* An attacker pretendsto be a slave server and dump
the zone DB
* Acquires knowledge of zone’s infrastructure

e Can be used to facilitate further attacks (e.g. spoofing or
more direct attacks)



* Secure implementation of the DNS protocol

* Implements DNS authentication on top of normal DNS
exchange

* Digitally signed over a chain-of-trust starting from the root
server
e Uses electronic certificates
* Public-key crypto = authenticate by showing proof that you own a
secret key

* Protects data integrity
* No confidentiality protection

* Additional reading

* Hao Yang; Osterweil, E. ; Massey, D. ; Songwu Lu ; Lixia
Zhang. Deploying Cryptographyin Internet-Scale Systems: A
Case Study on DNSSEC. IEEE Transactions on Dependable and
Secure Computing. Vol 8, Issue 5.
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“'DNS root servers location
nttp://root-servers.org

@ 134 3

21
42 6

28
60 3 16

22
10 16 15

16 21

Leaflet | Map data © OpenStreetMap contributors



HTTP

* Main protocol on which the www works

e Based on the notion that client can either request or
submit data to a server

* Two methods
 GET = Requests data from a specified resource
* GET /test/demo_form.asp?namel=valuel&name2=value2 HTTP/1.1
* POST = Submits data to be processed to a specified resource

* POST /test/demo_form.asp HTTP/1.1
Host: w3schools.com

namel=valuel&name2=value2

HTTP is Stateless
e HTTP cookies enable statefulness
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URLs

* Global identifiers of network-retrievable documents

 Example:

http:

//disi.unitn.it;8

81}/ class?

name=cs155;

Hhomework

1/1\

* Special charactersare encoded as hex:
* %0A =newline
* %20 or + =space, %2B =+ (special exception)

\‘_



HTTP GET Request

Method File Parameters HTTP version Headers

} ! l }

/

Accept: image/gif, image/x-bitmap, image/jpeqg,
Accept-Language: en

Connection: Keep-Alive

User-Agent: Mozilla/1.22 (compatible; MSIE 2.0;
Host: www.example.com

Referer: http://www.google.com?g=example

GET /index.php&user=lucaé&password=1234 HTTP/1.1

7
*/*

Windows 95)




HTTP POST Request

Method File HTTP version Headers
POST /index.php HTTP/1.1 “

Accept: image/gif, image/x-bitmap, image/jpeg, */*
Accept-Language: en

Connection: Keep-Alive

User-Agent: Mozilla/1.22 (compatible; MSIE 2.0; Windows 95)
Host: www.example.com

Referer: http://www.google.com?g=example
user=lucaé&password=1234

\

\

Parameters



HTTP Response

HTTP version Status code Reason phrase

el

HTTP/1.1 200 OK

Date: Sun, 21 Apr 1996 02:20:42 GMT

Server: Microsoft-Internet-Information-Se®ver/5.0
Connection: keep-alive

Content-Type: text/html Data
Last-Modified: Thu, 18 Apr 1996 17:39:05 GMT ////
Set-Cookie:

Content-Length: 2543

<HTML> Some data... blah, blah, blah </H >

Cookies
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Cookles

* Used to store state on user’s machine
POST ...

HTTP Header:
Set-cookie: NAME=VALUE ;
domain = (who can read);

It expires=NULL: expires = (when expires);
this session only

secure = (only over SSL)

POST ..
Cookie: NAME = VALUE

HTTP is stateless protocol; cookies add state
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Cookie example: authentication

Auth server

Neb Server

Browser

POST login.cgi
Username & pwd g

Validate user N

auth=val Store val

Set-cookie: auth=val

<
I

GET restricted.html
Cookie: auth=val > restricted.html
auth=val
Check val
<
< If YES, YES/NO

restricted.html|
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~Attack example: HTTP session
hijacking
Session |D-A:F3035F216MEFC > ‘;/OJ Session ID = ACFI035F216AAEFC S

Web Serv Victim

Victim
Sniffing a legitim
session

Attacker Attacker

e Session ID used by webserver to authenticate client “victim”
* Send over cookie in-the-clear

» Attacker can read the session ID cookie and spoofthevictim’s identity
* e.g. access to personal webpages/accounts (e.g. Facebook until 2011)

* https://www.owasp.org/index.php/Session_hijacking_attack

Dr. Luca Allodi - Network Security - University of Trento, DISI (AA 2015/2016) 24
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Secure Cookies

GET ...

HTTP Header:
Set-cookie: NAME=VALUE ;
Secure=true

¢ Provides confidentiality against network attacker
e Browser will only send cookie back over encrypted channels

e ... but no integrity
e (Can rewrite secure cookies over HTTP
==> network attacker can rewrite secure cookies



Telnet

* Protocol used in remote control services

* Implemented through a virtual terminal that connects to
systems

* Operates over TCP port 23

e Remote client can issue commands to server
* Plain-text commands
* Typically no authentication
* Typicallyno channel encryption

* No need to go through possible attacks here
e Use SSH instead :-)



Common issues

* Most of the network attacks we’ve seen so far have at
least one of two issues common among most network
problems

 Lack of authentication = the real sender/receiver of a
packet/datagram can not be authenticated
* |tis possible to spoof its identity
 Communication channelisin the clear = a clever or well-
positioned (in the network) attacker can read and potentially
modify the information exchanged over the channel

* Confidentiality problem that becomes an authentication problem

- Encryption helps mitigating many of these problems
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Useful network tools

* Wireshark / tcpdump = traffic monitoring
* ARP requests
* DNS requests
e TCP 3-way handshake = SYN ACK
* Network stack overview

 Nmap - scans (TCP; UDP; ..)

» Scapy =2 Python interface to generate network packets
at the stack level

* Manuallycraft 3 way handshake

e Other tools:
* Ettercap 2 MitM attacks (ARP poisoningetc.)
* Netcat = legacy tool to generate UDP/TCP traffic



