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Well, just fix’em!

Was that so hard?

Chen, Pendleton, Njilla, Xu: A Survey on Ethereum Systems Security: 
Vulnerabilities, Attacks, and Defenses (2020) ACM Comput. Surv.
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Baby steps

Because it’s not both as in “two”, 
but as in “two hundred thousand”
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Risk quantification

Risk  = Probability × Impact

Risk quantification
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Risk assessment : cybersecurity

… for the blockchain?

Everything’s already in a 
public distributed ledger

(Byte) code deployed to the 
blockchain is unmodifiable

… fine, this works: DoS kill smart contracts

E.g. infinite loops, blocking conditions like depleted accounts

Moneyz 
also in 
ledger

ETH/tokens in ledger are modifiable

(and modified, that’s the whole point of crypto)
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(and modified, that’s the whole point of crypto)

The whole point of this presentation

Chen, Pendleton, Njilla, Xu: A Survey on Ethereum Systems Security: 
Vulnerabilities, Attacks, and Defenses (2020) ACM Comput. Surv.

How much ETH can we lose with each vuln?

Which factors affect this?
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Vulnerability impact quantification

ETH stole = f_vuln(...)

f_vuln_A(num_i, param2, ... ) = num_i + param2 × param3 - param4

f_vuln_B(num_i, param2, ... ) = num_i² + param2

f_vuln_C(num_i, param2, ... ) = num_i * Unif(0,param2)

num_i

f_vuln(...)
vuln_A

vuln_B

vuln_C

Number of iterations of the call, 

or transactions containing the 

exploit, or …
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Vulnerability impact quantification: REEntrancy

f_REE_a(num_i, ETH_i, inital_deposit, token_cost)

           = num_i × ETH_i - initial_deposit - CONTR_COST

f_REE_b(…) = num_i × initial_deposit - initial_deposit - CONTR_COST

f_REE_c(…) = Σ_{i=1}^{num_i} ETH_i^rate - initial_deposit - CONTR_COST

Number of calls of 

reentrant function
ETH lost per call

Rate of exchange of tokes for ETH

EARNINGS: 

● Number of iterations

● ETH drained per iteration

COSTS:

● Contract deployment (fixed cost)

● Gas fees for every transaction

● How much deposited at the beginning
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Vulnerability impact quantification: int over- or under-flow

EARNINGS: 

● Number of transactions in chain
(not iterations of call)

● Nothing until everything:
discontinuity in earnings function

● Cap by integer bit size

COSTS:

● Contract deployment (fixed cost)

● Pay (gas) transaction fees only
vs.
also deposit of ETH into account

● Gas fees for every transaction

● How much deposited at the beginning

num_t

f_vuln(...)

integer 
overflow 
profit

0

gazillion

f_IOF(…) = λ * #tokens – FIXED_COSTS
         + if (num_t < min_num_t) then -cost_t * num_t

                                  else gazillion
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● Pay (gas) transaction fees only
vs.
also deposit of ETH into account

● Gas fees for every transaction

● How much deposited at the beginning

num_t

f_vuln(...)

integer 
overflow 
profit

0

gazillion

Number of transactions

These are visible in the chain (“non-atomic”):

chance of detection increases
f_IOF(…) = λ * #tokens – FIXED_COSTS
         + if (num_t < min_num_t) then -cost_t * num_t

                                  else gazillion Max integer representation

(depends on int bit size)Token – ETH conversion rate
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Risk quantification
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