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Measuring SW security vulnerability

Empirical approach: assess existent IT framework
                                    e.g. known vulnerabilities in code

Metrics from known exploits are hard to extrapolate in time

How vulnerable am I? shall I be?

Proposal: let’s model & check
Fit attack patterns and distributions within a formal framework

      (model checking in formal methods)
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Model checking for safety, liveness, etc.

● PICs of standard and statistical model checking
● More expressive → harder to compute

Thus we want to remain simple
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Model checking for security

● We want to query probability of attack in 
time-constrained scenarios

● We want Stochastic Automata or PTA
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A statistical model checker for are eventsfor are events
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d

A B
“TLE” and “A” “B”;
“A” fail~gamma(9,1) repair~exponential(6);
“B” fail~exponential(1) repair~uniform(1,2);
“R” rbox prio “A” “B”;

Kepler: Property query:

P( time<8 U TLE )
Formalise the query

Formalise the model

IOSA

failA
repA

failB
repB
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.bkp: FT syntax to IOSA semantics
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