
This	tutorial	is	on	modeling	security	risks	using	graphs.	It	is	targeted	to	security	
professionals	as	well	as	anyone	is	interested	in	knowing	more	about	security	risk	
modeling.		
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This	tutorial	will	give	you	the	basics	to	model	security	risks	using	graphs.	We	will	first	
introduce	you	to	the	CORAS	graphical	approach	to	idenCfy,	communicate	and	
document	security	risks.		
We	will	also	explain	you	how	to	evaluate	security	risks.	And	at	the	end	we	will	
present	an	home	banking	scenario	that	you	will	analyze	during	the	experiment.	
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Now	let’s	introduce	the	CORAS’	main	concepts	
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CORAS	is	a	method	for	conducCng	security	risk	analysis	developed	by	SINTEF.	
CORAS	provides	a	graphical	language	for	threats	and	risk	modeling.	
The	language	provides	a	graphical	symbol	for	all	the	standard	concepts.	
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These	are	first	four	main	concepts	of	the	CORAS	risk	modeling	language.		
	
On	the	leN	of	the	table	there	is	the	term	used	for	the	concept,	at	the	center	you	can	
read	its	definiCon	and	finally	on	the	right	you	can	find	its	representaCon.	
	
Special	aOenCon	in	this	notes	is	given	to	Threats	as	they	have	mulCple	
representaCons	in	the	CORAS	model.	A	threat	is	an	iniCator	of	events	that	may	harm	
the	system	we	are	analyzing.	A	threat	can	be	a	human	with	a	malicious	intent	(devil's	
icon	of	threat)	or	human	that	accidentally	harms	the	systems	(centered	icon)	under	
analysis.	But	a	threat	can	also	be	an	event	outside	control	like	a	natural	disaster	or	a	
failure	(white	flag	icon).	
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These	are	other	four	main	concepts	of	the	CORAS	risk	modelling	language.		
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Now	let’s	give	a	look	to	a	CORAS	risk	model.	
	
The	threat	customer	iniCates	two	different	aOack	scenarios:	
	
Scenario	1.	The	customer	exploits	vulnerability	“	Lack	of	compliance	with	terms	of	use”	to	
iniCate	the	threat	scenario	“Customer	shares	credenCals	with	next-of-kin”	
Scenario	2.	The	customer	exploits	vulnerability	“Negligent	customer”	to	iniCate	the	threat	
scenario	“Customer	keeps	credenCals	on	post-it	note”	which	leads	to	the	
threat	scenario	“CredenCal	revealed	to	third	party”.	
	
Both		scenarios	lead	to	the	unwanted	incident	“Unauthorized	account	login”	which	impacts	
the	assets	“Integrity	of	account	data”	and	“User	authenCcity”.	
	
The	risk	of	the	unwanted	incident	“Unauthorized	account	login”	is	given	by	the	likelihood	
that	it	occurs	and	the	impact	that	it	has	on	the	assets	Integrity	of	account	data	and	User	
authenCcity.	
	
The	likelihood	of	the	unwanted	incident	“Unauthorized	account	login”	is		a	label	on	the	
unwanted	incident.		
	
The	consequence	is	specified	on	the	arrow	that	links	the	unwanted	incident	to	the	assets.	
	
To	reduce	this	risk	we	need	to	miCgate	the	two	threat	scenarios.	
	
The	first	threat	scenario	“Customer	shares	credenCals	with	the	next-of-kin”	is	miCgated	by	
the	treatment	“Regularly	inform	customers	of	terms	of	use”	
	
The	second	threat	scenario	is	miCgated	by	the	treatment	“Inform	customers	of	security	best	
pracCces”.	
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The	next	secCon	is	dedicated	to	the	evaluaCon	of	the	security	risks.	
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Risk	value	of	an	unwanted	incident	of	a	threat	scenario	is	computed	based	on	a	risk	
evaluaCon	matrix.	
The	matrix	has	on	the	rows	the	possible	values	that	the	likelihood	can	assume,	and	as	
columns	the	possible	values	that	the	consequence	of	impact	can	assume.	
The	entries	of	the	map	represent	risk	values:	
-  Risk	values	represented	in	green	are	risks	that	can	be	accepted	
-  Entries	denoted	in	orange	are	risks	that	need	to	be	monitored	
-  Red	entries	are	risks	that	need	to	be	treated.	So	a	possible	counter	measure	or	

treatment	needs	to	be	idenCfied	and	implemented	
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The	next	secCon	is	dedicated	to	the	presentaCon	of	the	home	banking	scenario.	This	
is	the	scenario	that	will	be	used	in	the	experiment.	
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The	home	banking	scenario	focuses	on	the	online	banking	services	provided	by	Poste	
Italiane	to	their	customers.	
	
Customers	can	access	their	bank	account	informaCon	through	the	Poste	Italiane	
applicaCon	or	through	the	Poste	Italiane	mobile	applicaCon.	Customers	can	perform	
operaCons	like	checking	their	mobile	balance,	checking	their	credit	cards	or	topping	
up	their	mobile	phone.	
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These	are	the	Poste	Italiane	assets	that	are	used	for	the	risk	assessment.	
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