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+
Motivation 

n  Many methods for identifying 
security concerns early in the 
software development 
lifecycle  

n  They should avoid costly re-
design of the system  

n  What if  these methods do not  
work in practice? 

n  No critical vulnerabilities 
are identified 

n  You spend money to fix the 
system later 
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How to Evaluate Method Success?  

n  Method Evaluation Model (MEM) by Moody (2003) 
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Effort required to 
apply a method 

degree to which a 
method achieves 
its objectives 

degree to  which a 
person believes that 
using a particular 
method would be free 
of effort 

Extent to which a 
method is used in 

practice 

degree to which a person 
believes that a particular 
method will be effective 
in achieving its intended 
objectives 

extent to which a 
person intends to 
use a particular 
method 
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Research Questions 

n  Actual Effectiveness  
n  Is there a difference in visual and textual  methods’ actual effectiveness? 

n  Method’s Perception 

n  Is there a difference in visual and textual methods’ perceived easy of use 
(PEOU)? 

n  Is there a difference in visual and textual methods’ perceived usefulness 
(PU)? 

n  Is there a difference in visual and textual participants’ intention to use (ITU) 
the methods? 

n  Qualitative Explanations 
n  Is there a qualitative driver that explains why a method is more successful 

than an another? 
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Design & Execution: Methods 

n  CORAS 
n  Model-driven method for risk 

analysis developed by SINTEF 

n  Provides a language for risk 
modeling, a tool and method for risk 
analysis 

n  Compliant with ISO 31000 

n  EUROCONTROL ATM Security 
Risk Management Toolkit 
n  Method to identify, assess, document 

and manage security risks 

n  Facilitate security risk management 
in a project development life cycle 

n  Compliant with ISO 31000 
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Design & Execution: Procedure 
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Design & Execution: Measurements 

n  Actual Effectiveness 
n  Participants Reports 

n  Statistical Analysis  

n  Perception  
n  Post-Task Questionnaire 

n  Statistical Analysis  

n  Qualitative Drivers 
n  Individual Interviews’ Transcripts 

n  Coding (Grounded Theory) 
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Analysis and Results: Actual 
Effectiveness (1) 

n  A method is effective when 
it produces  “good” threats 
and controls for the target 
of analysis 

n  Domain experts evaluate 
quality of threats and security 
controls 

n  Good threats/controls  

n  Evaluation > 2 

n  24 out 58 method’s 
application produced 
some good threats/
controls 
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Analysis & Results: Actual 
Effectiveness (2) 

n  Reports Analysis 
n  Threats 

n   Textual method performs better (good threats) 

n  Security Controls 
n   No difference between the methods (both) 
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Not 
statistically 
significant 

Not 
statistically 
significant 
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Analysis & Results: Perception 
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n  Questionnaires Analysis 
n  Perceived easy of use, perceived usefulness, and intention to use 

is higher for visual method 

n  Results are statistically significant  

n  Mann-Whitney test reports p-value < 0.05 



+
Analysis & Results: Qualitative 
Drivers 
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n  Interview Analysis 
n  15 codes 

n  Reported Statements  
n  Clear Process 

n  The steps are very well 
defined 

n  Visual Representation 

n  The advantage is the 
visualization 

n  Catalogues 
n  If you have  a catalogues it’s 

easier to decide what to do 



+
Conclusions 

n  No difference in actual effectiveness of visual and textual  
methods for security risk assessment  

n  Visual methods for security risk assessment are better 
perceived by participants 

n  What works 
n  Clear Process à Perceived Easy of Use 

n  Visual Representation  à Perceived Easy of Use 

n  Catalogues  à Perceived Usefulness 

n  Next Steps 
n  Compare results with the replication with professionals 

n  Comprehensibility of visual and textual representation 

13 

22/08/14 Federica Paci - Comparing Textual vs. Visual Industrial Methods for Security Risk Assessment 



+

 

 

Any Question? 
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Experiment(s) Context 
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