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Motivation
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How to Evaluate Method Success?
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Research Questions

m Actual Effectiveness

m Is there a difference in visual and textual methods’ actual effectiveness?
m Method’s Pexception

m Is there a difference in visual and textual methods’ perceived easy of use
(PEOU)?

m Is there a difference in visual and textual methods’ perceived usefulness
(PU)?

m Is there a difference in visual and textual participants’ intention to use (ITU)
the methods?

m Qualitative Explanations

m Is there a qualitative driver that explains why a method is more successful
than an another?
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Design & Execution: Methods
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Design & Execution: Procedure |I
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Design & Execution: Measurements

Security Engineering Report

1. TARGET OF EVALUATION

m Actual Effectiveness

» Participants Reports

Q4 - Method Assessment

Q4-Parti

Ths questionnare is to collect your impressons about the method after the second
application phase The answers to this questionnaire are NOT used by any means to
evaluat e/gr ade you

m Statistical Analysis
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Read questions carefully The positive and negative statemants of the questions are mixed

m Post-Task Questionnaire
m Statistical Analysis

® Qualitative Drivers
» Individual Interviews’ Transcripts

m Coding (Grounded Theory)
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If you agree strongly with the statement on the right. check the rightmost box (3).
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Analysis and Results: Actual

Effectiveness (1)

Overall Evaluation

m A method is effective when
it produces “good” threats
and controls for the target
of analysis

2.5 3 (Specific)

m Domain experts evaluate
quality of threats and security
controls

1 (Unclear)
LOJORE

1.5 2 (Generic)

m Good threats/controls

Expert Assessment on Sec. Cirls

m Evaluation > 2
m 24 out 58 method’s

T T T
1 (Unclear) 1.5 2 (Generic) 2.5 3 (Specific)

application produced
some goo d threats/ Expert Assessment on Threats
controls
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ot & Results: Actual
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Factors Factors

m Reports Analysis

m Threats

m Textual method performs better (good threats)

m Security Controls

m No difference between the methods (both)
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Analysis & Results: Perception

® Questionnaires Analysis

m Perceived easy of use, perceived usefulness, and intention to use

is higher for visual method

m Results are statistically significant
m Mann-Whitney test reports p-value < 0.05
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Analysis & Results: Qualitative
Drivers

m Interview Analysis
ACTUAL EFFICACY PERCEIVED EFFICACY ACTUAL USAGE

Clear
Process

= 15 codes

Visual
Representation
of Risk Models

= Reported Statements

m Clear Process

Perceived
Ease of Use

Actual
Efficiency

. m The steps are very well

Intention deﬁned
to Use
ol » Visual Representation

m The advantage is the
visualization

Perceived
Usefulness

Catalogues

LEGEND: O - variable, o -driver —— - causal relationship

Actual

Effectiveness

= Catalogues

m If you have a catalogues it’s
easier to decide what to do
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Conclusions

m No difference in actual effectiveness of visual and textual
methods for security risk assessment

m Visual methods for security risk assessment are better
perceived by participants

m What works

= Clear Process - Perceived Easy of Use
= Visual Representation - Perceived Easy of Use

= Catalogues > Perceived Usefulness

m Next Steps
= Compare results with the replication with professionals
» Comprehensibility of visual and textual representation
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Any Question?
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Experiment(s) Context

1st Experiment 2nd Experiment

- Goal: Textual vs Visual SRA - Goal: Textual vs Visual SRA

- Methods: CORAS vs SREP - Methods: CORAS vs

- Subjects: 28 Msc students in > EUROCONTROL SecRAM

Computer Science - Subjects: 29 Msc students in

- Course:Security Engineering Computer Science

- Reward: Tasks were Graded - Course:Security Engineering

- Location: University of Trento, - Reward: Tasks were Graded

Trento, Italy - Location: University of Trento,

Trento, Italy
>
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