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1 Observers:
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THE CONCEPT OF ERISE

[ Professional use “established” methods

v" Invented maybe 10-15 years ago, they were proven to work but by
keeping using them we might lose opportunities

J Researchers “invent” new methods

v" Design new methods to address emerging problems but they don’t
really know if they really work

1 eRISE let research “meet” with practice
v" Students & practitioners are exposed to research methods
v" Researchers understand if their methods work in practice or not
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WHY DO WE NEED YOU?

1 So what we need is your help as participants
v" Provide feedback as the method “work” or “doesn’t work”

1 Thanks to your feedback we will be able to tell:

v" ‘it is not a method to find security recommendations..it helps us to
represent the model but does not help in finding solution,” or

v ‘it helps to find out specific security requirement”

1 We can speed up the road to innovation
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HONEST FEEDBACK IS IMPORTANT

1 Feedback by Participants

v" “Need support or direction to know which security requirement is right.
No automated way to give direction to the analysis”

v" “No guidelines to estimate which part of the goal model is to be
evaluated further.”

1 Insights for Designers

v" “l understood that we need a checklist, people need to do tick, tick, tick
so they understand at what stage they are”

v" “Without a guideline people don’'t know when to stop the analysis’
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THE IDEA OF THE PROGRAMME

 Training

v" Lectures from Industry Experts

v" Method Designers teach you the methods
v Industry Experts present two case studies

1 Application

v" Teams from Paris and Trento analyze case studies by using the
research method assigned to them

] Evaluation

v" Participants evaluate methods
v" Method designers and Industry experts evaluate teams
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TRAINING

1 Attend Lecture By Industrial
Experts

] Attend Tutorials on the Methods
by Designers

(] Attend Tutorials on the Case
Studies by Customers




APPLICATION

1 We divide you in groups
(1 master student +
1 professional)

1 We assign your group to a
method and an industrial case &,

study

1 You and your group mates apply
the method to

v" Analyze threats of the case study

v identify security/privacy requirements
that mitigate the threats

J We audio-video record
1 An observer will “watch you”
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EVALUATION

J You Evaluate the Methods

v" Focus group interviews

 We ask you questions about what
works and what doesn't

v~ Post —it notes sessions

* You fill post-it notes with methods
advantages and disadvantages

 We ask you to order them by
importance

v Post-Task Questionnaires

 We ask you questions about
usefulness, usability and intention

to use the methods S
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HOW YOU WILL BE EVALUATED? (1)

1 We Evaluate your “Final Products”

v Presentation at end of the week in Trentc
* |nitial Threats identified with the method

v" Presentation at end of Paris’ days

« Summary of threats and security/privacy
requirements identified with the method

v" Final 6 pages report
« Summarize Method Application and Results

Case Study: Security Requirements Engin: eering Process
for the Emergen ySt uation Sce!




HOW WILL YOU BE EVALUATED? (2)

D Ta rg et Of Eva I u ati 0 n : Name of the Method — Use Case

1st Student 2nd Student

v" Part of the case stud
Student ID Student ID
| d 'th th th d 1st Email 2nd Email
1. TARGET OF EVALUATION (1/2 page)
‘This section should describe the part of the use case that you have analyzed and the assumptions you have made during the analysis.

2. METHOD APPLICATION (4-5 pages)
p a g e This section should document how you have followed the steps of the security requirements and risk methods
3. SUMMARY OF RESULTS (1 page)

This section should summarize for each assets, the threats and the security/privacy requirements that mitigates the threats.

J Method Applications: s

/ St .
eps, Models, Diagrams,
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This work has been done by the undersigned students and has not been copied or otherwise derived from the work of others not explicitly

v" Threats and security/privacy
requirements identified with the

method (1 page
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HOW WILL YOU BE EVALUATED? (3)

15 points for presentation in Trento
1 5 points for presentation in Paris

110 points for the final reports
v" 5 points assigned by Method Designers
* They evaluate if you have applied the method correctly

v" 5 points assigned by Customers
* They evaluate the quality of the threats and security/privacy requirements
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ERISE 2013 AWARD

1 Best group will be awarded a plate

(1 Each member of the best group will
receive an iPod Nano 8GB
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ERISE 2013 ORGANIZATION

 Training Phase
v" May 13-15 2013 at the University of Trento, ltaly
1 Application Phases

v May 16-17 2013 at the University of Trento, ltaly
v" June 13-14 2013 at Dauphine University, Paris, France

] Evaluation Phase

v June 14 2013 Focus Groups and Post-it notes sessions with
participants, at Dauphine University, Paris, France

v" June 30 2013 Delivery of Group Final Reports

v" June 30-July 15 2013 Reports Assessment by method designers and
customers
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EVALUATED METHODS
1 CORAS: Model- Driven Risk Analysis method by SINTEF

] LINDDUN: Method for Privacy Threats Analysis and Privacy
Requirements Elicitation by KUL

1 MPRAM: Multilateral Privacy Requirements Analysis by KUL

J SREP: Risk and Asset Driven Method for Security Requirements
Elicitation by UCLM




SMART GRID - CASE STUDIES

1 Electricity Transmission
Network (National Grid,UK)

(J Smart Metering Scenario
(Siemens, DE ) =

9

I

Vehicle
Charging
(,SA")
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WEEK IN TRENTO - MAY 13TH

J 9.00-9.30 Welcome to eRISE 2013. F. Massacci, C. Rosenthal Sabroux
1 9.30-11.00 eRISE 2013 Organization and Group Assignment. Dr. F.Paci

J 11.00-12.00 Business & ICT resilience: reference standards, best practices
and real-life approaches for monitoring and control: A. Carone, KPMG (IT)

J 12.00-14.0 Lunch

1 14.00-15.00 Security Services in-house vs managed security - Informatica
Trentina approach. P. Sartori —CISSP - Informatica Trentina

d 15.00-16.00 Group Activity
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WEEK IN TRENTO - MAY 14TH

1 9.00-10.00 CASE STUDY: Electricity Transmission Network. Dr. R. Ruprai,
NATIONAL GRID (UK)

] 10.00-11.00 CASE STUDY: A Smart Metering Scenario J. Stijohann —
SIEMENS (DE)

d 11.00-12.00 Threat Analysis. Dr. R. Ruprai , NATIONAL GRID (UK)
d 12.00 - 14.00 Lunch

J 14.00-17.00 Tutorials in parallel
v" LINDDUN, K. Wuyts, R. Scandariato. Katholieke Univ. Leuven (BE)

v MPRAM. Dr. S. Guerses, Katholieke Univ. Leuven (BE)
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WEEK IN TRENTO - MAY 15TH

u ?DOEO)-1O.OO CASE STUDY: Threat Analysis. S. R. Suppan, SIEMENS

1 10.00-13.00 Tutorials in Parallel
v CORAS. M. S. Tran, Univ. of Trento (IT)/SINTEF(NO)
v SREP. D. Garcia Rosado, Univ. Castilla La Mancha (ES)

] Afternoon is free for participants
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WEEK IN TRENTO - MAY 16TH
19.00-9.30 Groups distribution to Rooms

1 9.30-12.00 Teamwork on threats and security and privacy
requirements — Method Application

1 12.00-14.00 Lunch

1 14.00-18.00 Teamwork on threats and security and privacy
requirements — Method Application




WEEK IN TRENTO - MAY 17TH

19.00-12.00 Teamwork on risks and security and privacy
requirements for each method — Presentation Preparation

1 12.00-14.00 Lunch
1 14.00-17.00 Group presentations (10 min each)

117.00-17.30 End of the first phase of the challenge
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ERISE 2013 - SECOND PHASE

P 7£ UNIVERSITY
& OF TRENTO - Italy

UNIVERSITY
OF TRENTO



TWO DAYS IN PARIS - JUNE 13TH

1 9.00-9.30 Objectives and expected outcomes

1 9.30-12.00 Teamwork on risks and security and privacy requirements
for each method

J12.00-13.00 Lunch

1 13.00-17.00 Teamwork on risks and security and privacy requirements
for each method - Presentation Preparation
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TWO DAYS IN PARIS - JUNE 14TH
1 9.00-10.30 Post-it notes sessions

110.30-11.00 Coffee Break
111.00-13.00 Focus Group Interviews
113.00 -14.00 Lunch

114.00 -17.00 Group presentations (10 min each)

117.00-17.30 End of the challenge
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WHERE CAN YOU FIND INFORMATION ABOUT ERISE?

] https://securitylab.disi.unitn.it/doku.php?id=erise_2013
 You can find E—

DISI Security Research
gendas i fe—

Trace: st research_actites -validation_o

_and_securty_recuremants_methosologies -erise -orise_2013

Table of Contents

eRISE Challenge 2013
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Data Calcton na nasis
Participants

In eRISE 2013 wil be invoived the following participants:

e Case StUdy Descri ptiOﬂS

+ Jan Stiohann (Siemens AG, Germany),

+ Method Designers
+ L Minh Sang Tran - SNTEFUniversity of Trey 45)
+ Kim Wuyts, Riccardo Scandariato - Katholieke Universitet Leven (LINDDUN)
+ Michafs Pavicts - Uriversty of East London (Secure Tropos)

M + Danief G. Meflacio - University of Castilla La Mancha (SREP)

« Seda Gurses - Katholieke Universiteit Leuven (Multilateral Privacy Requirements Analysis)
) + observers

- TED

+ Participants

+ 30 students are enrolled in the Master in Computer Science and Telecommunications at the Universtty of Trento and had a
background in Securty Engineering and Information Systers
tessionals are attencing a Master Course in Audit for Information System in Enterprises at Dauphine Universiy. This master has

. an admission regirement of a mnimum of five years of working experience in the feld of Auditing in Information Systems
/ F I n a | Re po rt | e m p | at S

28pr

The selection of the securty requirements methods to be evaluated is driven by three main factors: the number of citations, the fact that
research on the method s stil ongoing, and avalabilty of the metriods designers.

Five methods wil be evaluated and compared during eRISE 2013:
+ CORAS is a modekdriven method for risk analysis proposed by SINTEF,, Norway. Materials: TBD
[] - LINDDUN is gy to elick the p quirements of Systems and select privacy enhancing technologies
esigned by Distrinet Research Group at Katholieke Universitett Leuven, Belgium. Materials: TBD
- SECURE TROPOS Is 3 metniodology designed at University of East London, Uniteg Kingdom; the methodology supports capturing,
analysis and reasoning of securky requirements from the earty stages of the development process. Materials: TBD

+ SREP Is an asset-ased and risk-ofiven method developed at Universty of Castila-La Mancha, Spai for the establisnment of securty
requirements n the development of secure Information Systers. Matertals: TED.

Application scenarios

O rg an | 7ers c—
Method Designers
Customers
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WHICH ARE YOUR RIGHTS AS PARTICIPANTS?

DN N N N N N N

oo O O

We only collect data for analysis purposes NOT TO

EVALUATE YOU

Questionnaires

Audio-video recordings of application phase
Audio recordings of focus group interviews
Post-it notes

Pictures of your artefacts
Your presentations
Group final reports

We WON'T DISCLOSE any personal information
about you

Data are ANONYMIZED e.g we just use your
initials

Data will be STORED in a PROTECTED FOLDER
Recordings will NOT BE SHOWN TO ANYONE,
just tagged for analysis

UNIVERSITY
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eRISE Challenge 2013

University of Trento Université Paris Dauphine

Department of Information Engineering and d'Information de I'Entreprise Etendue:

Computer Science Audit et Conseil
Via Sommarive 14

38123 Povo, Trento (Italy)

Place de Maréchal de lattre de Tassisgny
75775 Paris CEDEX 16

CONSENT FORM

Born on /. /. in

Resid in

Here by freely and voluntarily give my CONSENT to participate in the eRISE Challenge 2013,
organized and conducted from May 13 to June 30, 2013 by the University of Trento, represented by
Prof. Fabio Massacci and Dr. Federica Paci (Principal Investigators), in the premises of the
University of Trento and Université Paris Dauphine.

As part of the research activity connected to the eRISE Challenge 2013, all the materials produced by
the participants during the activities connected to the Challenge will be collected for successive
analysis; moreover, the meeting sessions of the Challenge will be video and audio recorded.

By giving my consent, | understand that:

1) Itis my right to withdraw from the experiment at anytime;

2) Any videos, pictures, audio recordings, and information about myself will be treated as
confidential by the research team members;

3) Videos, pictures and audio recordings will be stored in a protected folder by the organizing
team and only used for research purposes related to the evaluation of methodologies for
Security Requirements and Risk Analysis;

4) In any publication resulting from the eRISE Challenge 2013, my personal details will not be

revealed and it will not be possible to retrieve any data which might disclose my identity;
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WHICH ARE YOUR RIGHTS AS PARTICIPANTS?

d You can withdraw from the
experiment anytime

Department of Information Engi ing and é d'Information de I'Entreprise Etendue:

Computer Science Audit et Conseil

1 Feel “too” observed? e s
v" Just say so and we can stop recording
 Think your drawings are too bad? | . ———
v" No need to show them. Just say so. e e —

Prof. Fabio Massacci and Dr. Federica Paci (Principal Investigators), in the premises of the

CONSENT FORM

u [] " University of Trento and Université Paris Dauphine.
D S O m e fe e d b a ' k WI I I b e I ost I n t h I S As part of the research activity connected to the eRISE Challenge 2013, all the materials produced by
the participants during the activities connected to the Challenge will be collected for successive

analysis; moreover, the meeting sessions of the Challenge will be video and audio recorded.

way, but so be it...

1) Itis my right to withdraw from the experiment at anytime;

2) Any videos, pictures, audio recordings, and information about myself will be treated as

] u
D I h e co n s e nt fo rm te I I s o u r rI h ts I n A
3) Videos, pictures and audio recordings will be stored in a protected folder by the organizing

team and only used for research purposes related to the evaluation of methodologies for

u
Security Requirements and Risk Analysis;
co m p I ca e e g a e rm S 4) In any publication resulting from the eRISE Challenge 2013, my personal details will not be

revealed and it will not be possible to retrieve any data which might disclose my identity;
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WHAT DO PARTICIPANTS SAY ABOUT ERISE?

Risk and Security Requirements Engineering

Z!
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Any Question?
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